L] LANIZER

] LANIZER

/OIP PHOME
08:01:49
1 JAN THU
History] oir | OwD [ Menu |

User Manual

Lanizer ZT250



L] LANIZER

Revision History

Document VER

Firmware VER

Explanation

Time

V1.0

1.2.0

Initial issue

20190815




—

Directory
Directory 3
1 Picture 8
2 Table 12
3 Safety Instruction 13
4 Overview 14
4.1 OVEIVIBW ...ttt ettt ettt s et s e h et et eae e e st s e b e e et e a e e e en e e es e e eeeme et ene s e s eees et e seneeaeneeeeseneenens 14
4.2 PaCKING CONENTS ..ottt ettt ettt ettt et e et e eae et e teeteeaeetesseessensenseanes 15
5 Desktop Installation 16
5.1 PoE and the use of external power adaplers..............ovioiiioiecieeeeeeeeee e 16
5.2 Desktop and wall mounted Method ... e 17
6 Appendix Table 19
6.1 APPENIX | = TCON ...ttt ettt b ekt e et b et a et e bt ebeebenaenene 19
6.2 Appendix Il - Keyboard character query table............c.oooiiiee e 20
6.3 Appendix T —LED DefiNItION .........ciiieee ettt ee 22
7 Introduction to the User 23
7.1 INSTIUCLION Of KEYPAU .....oiiieiieieiicieee ettt ettt et b et esaete b e b esbesa et e b esbesaeseesessessanis 23
7.2 Using Handset / Hands-free Speaker / Headphone.............cccovoiiiieieiiinieccceeeeeeee s 24
T3 IAIE SCIEEN ...ttt ettt ettt e st e st e et et e s en e e s e st s es e e e s en e s ese s et ene et eneeseneeseseeesentnas 25
T4 PRONE STALUS. ...ttt s ettt a et e et s e s et et en et e st s et e e et eneeseneeseseeeseneanan 25
7.5 WED MANAGEMENT........coiiiiieieee ettt ettt ettt e b et e e st esbassesseessensesessaessassensenssensesens 26
7.6 Network CONfIQUIALIONS .........cvoiiiiiiieicice ettt ettt b b st bbb e st se et e sbesbesbeseesesbessans 27
7.7 SIP CONFIQUIALIONS ......coviiiiiiiiieiictieteett ettt ettt bttt et et b st se et e s b esbesseseebe b esbesaesasbassesaeseesessessanis 28
8 Basic Function 29
8.1 MaKING PRONE CallS .......cciiieiiiiiiiiiieietcteteettete ettt ettt b et st bbb st ese et e sbesbesseteebesbesseseesessessessns 29
8.2 ANSWEIING CAIIS ....evviieieiiieietetete ettt ettt sttt ettt b e b st te et e b e s b e st et e ebesbesbeseebessessessebeebesbessesseseesesessans 30
o T2t B = | 4 T T OO TSSO P PR SRP 30
8.2.2 Make / Receive SeCONA Call..........coouiiiiiieieee et 30
8.3 EN OF the Call ...ttt ettt et e s et et e e s e st s e s e s eseneeseneesenenen 31
8.4 REAIAN ...ttt sttt et sttt s ettt s et ne e e 31
8.5 AULO-ANSWETING ...ttt ettt ettt et e st e it et et e s teestesbe s e eseessessesseessessenseassessessasesssessassenseessansensas 32
8.8 CAlIDACK ...ttt ettt ettt ettt n et et et et et et en e b e st et etentese e seneee 33
8.7 IMULE ...ttt ettt A ARttt s ettt s ettt et s e e ee 34
8.7 1 MULE the Call ...ttt ettt et s et et e et e st et e s e s et eneeseneesenenes 34
8.7.2 RINGING IMULE ...ttt ettt ettt e e st et e b et e e st esbebesseesbesbesasseessensesenssensensenns 34

3/



8.8 Call HOIA/RESUMIE. ... .ottt ettt ettt s et s et et e s eneesese s et e s et aneeseneases et esanseseneesesenes 34
BLO DIND ...ttt ettt ettt ettt a s e st bRttt a s e AR e Rt s e R ea s s e nt s e st s et et et ant s ent et et et etenteseneserenes 34
8.10 Call FOMWANT..... .ottt a ettt e he et et et e st ettt e e emeene et e et e s eneeseeteseseneeseeeeaseneans 36
811 Call TIANSTEN ...ttt ettt at ettt e e e e st et e et e s ene e bt ebeetesteneenesaeaseneane 37
8111 BIINA TrANSTEI ...ttt a ettt ettt et et aeebeeaeeens 37
8.11.2 Semi-Attended tranSTEr ...... ..o et 37
8.11.3 AtteNAEd traNSTEI ...ttt sttt a et eenes 38
812 Call WaATING ...ttt ettt ettt et e et e st e b e e te e st esbeebeeseess e besssessessasseeseensesseeseensanseneas 38
813 CONFEIEINCE......eeeeee ettt ettt ettt et at ettt e e et e a e et e et e s ene e bt ebese s eneebeeteeseneene 39
8.13.1 LOCAI CONTEIENCE ...ttt ettt ettt s et e et et et et e s e et e e enesbentennens 39
8.13.2 NetWOrk CONFEIEINCE ...ttt st eens 40
814 CAll PArK ...ttt ettt ettt ettt se bttt en s ne b se st et s e e sene e 40
815 PUCK UP .ottt ettt ettt b et b ettt e st s e s e st et et e st s e st st et et ent s en e b e s et et et seneesenenee 41
8.16 ANONYMOUS CaAll ..ottt ettt ettt ettt b et e ets e b et e eteesbesbesteeseessessasseensensenas 42
8.16.1 ANONYMOUS Call ...ttt ettt ettt et e ettt e b e teeaeessesbesseessensense e 42
8.16.2 Ban AnONYMOUS Call .........cooiiiiiiiieieeeeeeee ettt ettt sttt b et et a e beeteersense s 43
BT HOINE ..ttt ettt ettt e st et e et et e st e b e et e s en e ene et e et enseneeseebeese s eneenesseesenens 43
8. A8 EMEIGENCY Call ...ttt ettt ettt ekt et ne bt et et ent bt eteese e eneeneeteesenene 44
9 Advance Function 45
9.1 BLF (BUSY LaMP FIEIA) ...ttt ettt s e s et et ene s eneesese e 45
9.1.1 Configure the BLF FUNCHONAIIY .........ccoooiiiiiieieee et 45
9.1.2 USE the BLF FUNCLON ...ttt sttt se s nens 46
9.2 BLEF LISt ...ttt ettt bkttt s st b et bttt e st s e s bt et et e st s en e b et e s et enteseneesesenee 46
1 IR N =T oo ] (o OSSR 47
O.3.1 SEIVEI RECOIMM ...ttt ettt sttt ettt et e e st et e st e s e st et e et esseneese et eesenseneesesseseneeneesessensenes 47
9.3.2 SIP INFO RECOIM.......cooieiinieieiieiiteteietetstet ettt ettt et es ettt sese s ese st et s eseesesensesansesaneesesenns 48
0.4 AGENT ...ttt ettt ettt ettt e tt et e eteete et e beeteeat et e teeteeat et e eteete et eeteateeneentenras 48
.8 INEEICOM ...ttt ettt ettt e et e st et et e s e st es e et e s ensenees e et e sentene et e et et eneeneeseesenseneeneeseesentens 49
0.8 IMOAST ...ttt ettt ettt a et e st e s e s e b et e s e s e st s e st s e st st e st ke st s ese b et et et ent s e st s se st entesenesetenes 50
9.7 SCA (Shared Call APPEATANCE) ......ccooueiieiiieieieietetetetete ettt s e s et s s et esesessesessesessesensesesenes 51
D8 IMESSAQE ...ttt ettt ettt et ettt ettt ettt et e teert et e teete e et et e teets et e eteeteenteteras 54
.81 SIMIS ...ttt bttt a bt b et et s st bt e bR e st sent bt e bt et s ene b ene st et eseneesesenee 54
9.8.2 MWI (Message Waiting INAICAIOr) ..........cceiieiiiiieieieeeeeeee ettt 54
9.9 SIP HOISPOL ...ttt ettt ettt ettt et et e et e e tt et e teete e st et e eteeaeensesteeneenseeenas 55
10 Phone Settings 58
TO.T BASIC SEHINGS ...ttt et ettt ettt e e te et et et e et e et eteeteereensetenas 58
TO. 1.1 LANQUAGE. ...ttt ettt ettt et et e st et e s e seseeseesessenseseasessenseneasessensanseseesesansensasessensensns 58
10.1. 2 TIME & DALE ...ttt ettt b ettt b st bete s esase b ese s esessesesesesensesensesens 58

4/



T0.1.3 SCIBEN ...ttt ettt a et et e e s e st s et e s e s ene et entesese s et aneesene et ese s s et s eneesese s etens 60
10.1.3.1 Brightness and backlight............cooiiirrene e 60
T0.1.3.2 SCIEEN SAVET ...ttt ettt sttt b e st et et et e besbesbe e e bt e besbenaeneas 60

T0.74 RING ettt ettt ettt et se et e s e e et ea e e s e st b et et ek et s ent s et et et ant s ent et ete et es et seneesesesesens 61

T0.1.5 VOICE VOIUME ...ttt ettt ettt ettt a e ket e e eneese st e b emeeseete et eseneebeasensennne 61

T0.1.6 Gre€tiNG WOIS......c..ooiieeieiie ettt ettt ettt e st e et sb e b e e teesbasbesbeeseensesbasseessensensens 61

TOA.7 REDOOL. ...ttt ettt a ettt st be st et et e st e be et e nseneeneebeesenene 61

T0.2 PRONE BOOK........eeeieee ettt ettt ettt b e et e et e s en e et e et et e e eneebeatenbeneeneebeesensenna 61

10.2.1 LOCAI CONACT ...ttt ettt ae ettt nt ettt e b et e bt e ae et eee st ebeeeeeseneene 61
10.2.1.1 Add / Edit / Delete CONtACE........ccoiiieeieee et 62
10.2.1.2 Add / Edit / DEIEte GrOUD ....cuicueieeeecteceeeeet ettt ettt ettt ettt st et et ere s 62
10.2.1.3 Browse and Add / Remove Contacts in Group........cccccevvreeeerennseeeesese e 63

T0.2.2 BIACKIIST ...ttt ettt ettt s st bt et s e st s se b se st ene s ene b se s etens 63

10.2.3 ClOUd PRONE BOOK ...ttt sttt et st s et be b e senens 64
10.2.3.1 Configure Cloud Phone DOOK .........cccecieiiiiiieieiseseese et enee e 64
10.2.3.2 Downloading Cloud PhoNe DOOK ..........ccoviiieieisecee e 64

FO.B CaAll LOG .. ittt ettt ettt ettt ettt et e e bt e st e b e beeteess et e eaeessesb et e eteerten b et e ereerbebeeteeteensentetas 65
TO.4 FUNCHON KEY ...ttt ettt et ettt ettt e st e b e teessessesbeetsessesbebesteessessesseessensensesas 65
TO5 HEAUSEL......eeee ettt ettt ettt s et e s b et en e e st et e et et entete et e s e e eneeneeteetenteneeneeeeaseneas 66
T0.5.1 WIred HEAUSEL ...ttt sttt et st et et s e te st et e st eseebesenene 66
TO.5.2 EHS HEAASEL ...ttt ettt et et et s e te et e s enteseebeseennens 67
TO.6 AQVANCEM......oeieeiee ettt ettt ettt e e et e st et e et et eneese et e es e s eneeseetesenseneesesaeesenseneesessensaneas 67

10.6.1 Line CONfIQUIALIONS ......c.ooiiiieeeeee ettt ettt ettt e e te et et e steeneenseseas 67

10.6.2 NEtWOIK SEHINGS ...ttt ettt et b et e e te et e sesteereenseseas 67
10.6.2.1 NetWOrK SEHINGS ....ocviceeeec et e st sreese e s e see e 67
10.6.2.2 QOS & VLAN ...ttt ettt ettt e s e s et e et ene e ese e esenesseneesenenen 69
T0.8.2.3 VPN L.ttt et e ettt e et et e et A e R e et e et e ne s e s e s te e teneeaeneee 69
T0.6.2.4 WED SEIVEI TYPE ..ottt sttt ste et e e te st st e e ae e teeseesaestesteesaestestesseensessessesseensensenes 70

T10.6.3 SEETRE SECIEE KEY ...ttt ettt ettt et et sesteereensenaas 70

10.6.4 MAINTENANCE........cueititiieee ettt ettt ettt ettt et et et e st ete s e seneese et esenseseeseasenseneeseesensensns 71

10.6.5 FIrmWare UPGrade ..........ccooouiouiiiiiiceeceeeeete ettt ettt ettt ettt s e v e e ae et et e teereessesesseessensesans 74

TO.6.6 FACIONY RESEL.......oooeiieeeeeee ettt ettt ettt ettt e et e e te e st e besteeteessetesteessesenseas 76

11 Web Configurations 77
11.1 Web Page AUTNENTICAtION ..........oouoiiiiee ettt ese s s sennas 77
11.2 System >> INfOrMALION .......c.ooiiiecee ettt sttt et b e b neeseesessenseneas 77
T1.3 SYSIEM >3 ACCOUNL.......ooeeeeee ettt ettt sttt ettt e b e s e st et e s s e besseseesessassensasessensesseneas 77
11.4 System >> CONfIGUIALIONS. .......c.ooiiieieiiee ettt sttt et s e be e eseesesseseneas 77
11.5 SYSIEM >3 UPGrade ......cooeieiiiiieeeeee ettt sttt ettt e et se st e bessese et e ssassensesessessanseneas 78

5/



—

11.6 SYStEM >3 AULO PrOVISION.......ccoiiiiiiietitieetetee ettt ettt ettt et ettt st b s sseteete b e s esseteevesbenna 78
1.7 SYSEEM 33 TOOIS.......oiiiiiieeeee ettt ettt ettt et e beeteesbessesseessesbebasteessesbesseeseensensensas 78
11.8 System >> REDOOE PRONE........ccuooiiiiiieeee ettt st b e et sb e be s beeteensebeenas 78
12 Network >> Basic 79
12.1 NEtWOIK >3 SEIVICE POIT ...ttt ettt ettt e et eaesbeseeneneas 79
T2.2 NEIWOTK 23 VPN ...ttt ettt ettt et b e st s ese s et et et e st eseseas et ansesaneesaseesesesesens 79
12.3 NEtWOIK >3 AGVANCET ...ttt ettt ettt et et ae et et et e st eteeteseneenesteneenenea 80
T2.4 LINE 33 SIP ...ttt ettt ettt ettt e a e s e n sttt et s e ne st e s et et et enteseneesene s enens 80
T2.5 LINE >3 SIP HOUSPOL. ... ettt e et e e e e aeete e e eaeeteeteenreenns 85
12,6 LN >3 DAl PIAN ...ttt h ettt e ettt bt et e st ebe et e te e enesbesaennenea 85
12.7 LN >3 BASIC SEHINGS ....ccueiiiiiiicieee ettt ettt et sb et e s te st esb e besbeesbesbebesseensessensas 87
12.8 Phone Settings >> FEALUIES .......c.ooiiiieeeeeee ettt ettt et et sb et et eaaeaenas 88
12.9 Phone settings >> Media SetliNgS........c.ooovoiiiiiieeeee ettt 91
12.10 Phone Settings >> MOCAST .......oouioeeee ettt ettt ettt st ettt e te b esbesbeereenseseeas 92
12.11 Phone SettiNgS >3 ACHON .......oouiieieeee ettt ettt et besb et e te st nas 93
12.12 Phone settings >> TIME/DALE..........ccoouioiiiieiceeeeeeeeet ettt ettt st sbe et aeaas 93
12.13 PhoNe SEHINGS >3 TONE ......ooiiiieeeeee ettt ettt st ettt et e sbeebeeteenseseeaas 94
12.14 Phone settings >> AQVANCEA .........c.ooioiiiiiiiieceeee ettt ettt et ettt st e aesbe et e te s aeenas 94
12.15 PhonNEbOOK >3 CONLACE .......c.oouiiieeieee ettt ettt te st e te e esesbesaeaeneas 95
12.16 Phonebook >> Cloud phonebOoOoK .............cc.oouiiiiiiiiiiceee ettt 95
12.17 Phonebook >> Call LISt ..ottt sttt sttt es e ebesaeneneas 96
12.18 Phonebook >> WED DIl .......cc.ooiiiieee ettt ettt eneesesaesseneas 96
12.19 PhoNEbOOK >> AQVANCEA ........oouoiiiiiiieieee ettt sttt st se e st eseetessenseneeseeseseneas 97
T2.20 CAll LOG. ... iuiieiiieiiieteteetetete ettt ettt sttt e st b e s b eses s et astesese s et e s et assesenees et e s et et et anteseseesese s esens 97
12.21 Function Key >> FUNCHON K@Y ........oouiiiiiiiiiiiicteeeeeeeeeeete ettt ettt ettt st ettt et aeaas 97
12.22 FUNCHON KEY >3 SOMKEY ....ooviiiieiceeee ettt ettt st ettt et a et teete s tenas 98
12.23 FUNCtion Key >> AQVANCEA ..........oooiiiiieiieeeeecteeee ettt ettt et ettt et eae et te st aas 99
12.24 Application >> Manage RECOIAING ...........cooouiiuiiiiiiiceeeeeee ettt ettt ettt sereaas 99
12.25 SECUNLY S>> WED FIEI ..ottt ettt ettt st ettt et eas s nas 99
12.26 Security >> Trust CertifiCates...........coioiiiiiiicece ettt 100
12.27 Security >> DeVice CertifilCates........coooiiiiiiiicecee ettt et 101
12.28 SECUNtY 2> FIrEWAN ......c.eooeiiiiiiceeee ettt et ettt et e s et e e te s esesteeasenseneas 102
12.29 DEVICE LOG >> DEVICE LOG ...oveieeieiiiiieieiet ettt sttt ettt sese e ese st e seseseesessensensns 103
13 Trouble Shooting 104
13.1 Get Device System INFOrmMation ............c.ooiiiiiiiieeee ettt ettt 104
13.2 REDOOE DBVICE ...ttt ettt ettt et et e s e et e e s e b ensese et e senseneese et essanseseesessesensens 104
13.3 Reset Device to Factory Default ..ot 104
T34 SCIEENSNOL ...ttt ettt ettt e ettt et e et e ese et et e eteeas et eeseeteenseseareas 104

6/



L] LANIZER

13.5 NetWOrk PACKEtS CAPIUIE .........c.o oottt ettt e et e s e eteete e eeaeeaea 105

13.6 Get Log Information ........

13.7 Common Trouble Cases

7/



—

1 Picture
Picture 1 - Desktop INSTAllAtioN ...........c.ooouiieeeeee e 17
Picture 2 - Wall-mounted inStallation ... s 17
Picture 3 - Connecting to the DEVICE ...........coeiiiiiceeee ettt 18
Picture 4 - INStruction Of KEYPAQ ........c..ooviiiiiiiiiieceee ettt ettt ae e 23
Picture 5 - Screen layout/default hOME SCIrEEN ............ococviieiiiiiceeeceeeee e 25
PICIUME 6 = SCIOI ICON ...ttt ettt ettt s e e b e e et et besbenaeneenes 25
Picture 7 - The PhoNe StatUS..........ooo oottt 26
Picture 8 - WEB PhONe StAtUS........cooieieeeeee et et 26
Picture 9 - Landing PAgE........ccveiiiiiieiieieie ettt ettt ettt ettt te st e b e aeetsesbesbasaeessesbebeeteenaensenns 26
Picture 10 - Phone line SIP address and account information..............cccooeoiiiineiiininee e, 28
Picture 11 - Web SIP registration ..ottt 28
Picture 12 - Default lINE........c.o ettt ettt s ettt b e be e eneens 29
Picture 13 - Enable voice channel dialing .............ccoovoiioiioieiiiceceeeeee e 29
Picture 14 - Open the voice channel and dial the nuMber...............cccooiiieiiiiic e, 29
Picture 15 = Call NMUMDET ...ttt ettt ettt ettt e st be st et et eseebesaennens 30
Picture 16 - ANSWEING CaIIS ......ccoooiiiiiiiiiiiie ettt ettt ettt ettt s teetsebeeteeeeense e 30
Picture 17 - TalKing INTEITACE ........ccviciieeiee ettt ettt ettt e ae s 30
Picture 18 - The second Call INTErfaCe. ...........c.ooiiieee e 31
Picture 19 - TWO WaY CalliNG ......coviiiiieiieiete ettt ettt ettt ettt teetaebeeteeesenae e 31
Picture 20 - ReAII SL.......oeeeieee ettt sttt ettt et b nnenes 32
Picture 21 - Line 1 enables auto-anSWEIING .........ccoccviiiiiieiicieeeceeeeeee ettt 32
Picture 22 - The line has enabled auto-anSWering.............c.ccoviiiiiieiiiiceeceeee e 32
Picture 23 - Web page to start auto-ansSWering ...........cooiovieiioiiicieeeee e 33
Picture 24 - Set the callback key onthe PhONE..........ccooouiiiiiiee e 33
Picture 25 - Set the callback key onthe Web page...........ccoccoooviiiiiiiicicceeeee e 33
Picture 26 - MULE the Call ..ottt sttt be e neens 34
Picture 27 - RINGING MULE c..c.oiiieieee ettt ettt ettt et e s et e s teere s e e 34
Picture 28 - Call NOId INTEITACE..........ciiieeeeee ettt eens 34
Picture 29 - ENADIE DIND........coiieeieeee ettt sttt et e st e b et ese et e s e s e st eseesensensens 35
Picture 30 - DND Setting interfaCe.........cc.couioiiiiiieeeeeeee ettt 35
Picture 31 = DIND HIMEE ...ttt sttt ettt et s et e s e b esaese st e s enseneesessesensanes 35
Picture 32 - DND SEHNGS......cociiiieieieieeeee ettt sttt sttt b e b esaese et e ssebensesessessensenes 35
Picture 33 = LINE DIND ...ttt ettt ettt b et et e b e b esaese st e s enseneesessesensenes 36
Picture 34 - Select the line to set up call forwarding.............ccocoeerieiririneceee s 36
Picture 35 - Select call forward tYPe.........cc.cieiiiieiececeee et aens 36
Picture 36 - Enable call forwarding and configure the call forwarding number ..............c.cccoovevennnn. 36

8/



Picture 37
Picture 38
Picture 39
Picture 40
Picture 41
Picture 42
Picture 43
Picture 44
Picture 45
Picture 46
Picture 47
Picture 48
Picture 49
Picture 50
Picture 51
Picture 52
Picture 53
Picture 54
Picture 55
Picture 56
Picture 57
Picture 58
Picture 59
Picture 60
Picture 61
Picture 62
Picture 63
Picture 64
Picture 65
Picture 66
Picture 67
Picture 68
Picture 69
Picture 70
Picture 71
Picture 72
Picture 73
Picture 74

= SO CAIl FOIWAI ... ettt e et e e e et e et e e et eeeteeeaaeeeeaeeseneeseneeeanee 37

= TranSfer INTEITACE ... ...t 37
- Semi-Attended tranSTer..... ... 38
= ATtENAEd traNSTEN ...t 38
- Call WaItiNg SEHING ..o.viiiceieeeeeee ettt ettt et ae s 38
- Web call waiting SEtING ........c.ooiiiiieee s 38
- Web call waiting tone SettiNg ........cc.oovioiiiiiiee e 39
- Local conference SEHiNg.........ocvoiiiiiicee s 39
= LOCAl CONFEIENCE (1) ..ottt ettt et ettt s s eteeveerennas 39
= LOCAl CONFEIENCE (2) ...ttt ettt ettt et s s eteeveeaennas 39
- NEtWOIK CONFEIEINCE ...ttt 40
= Phone Set Call PArk.........c.oooviiiieeee ettt 41
= WEB St CAll PAIK ...ttt ettt ettt ettt 41
- Phone Pick UP SELHNG........ooiiiiiceee ettt 41
= WEB PICK UP SEHING ...ttt ettt 42
- Enable anonymous Call............c.oovoiiiiiiee s 42
- Enable Anonymous web page Call.............c.ooooioiiiiicce e 42
= ANONYMOUS CAIl HOQ ...ttt ettt ettt et saenas 43
- Anonymous calls are not allowed on the phone .............c..ccooeiiiiicccicee, 43
- Page Settings blocking anonymous Call .............c.cooeeiiiiiiiiiiiececeeeeee e 43
- Phone hotline setting interface ..o 43
- Hotline set Up 0N WEDPAGE.........cooiiieeee e 44
- Setup an emergency Call NUMDET ..o 44
- Dial the emergenCy NUMDET ..........cc.oouiiiieeeeee ettt 44
- Web page configuration BLF funCtion K€Y ..........c.ocooveiiiiiciiiececeeceeee 45
- Phone configuration BLF funNCtion KeY..........c..covoviiiiiiiiiiiiceceeeeeeee e 45
- Configure the BLF List functionality ...........c.cooioiiiiiiciceeeeeee e 47
- BLF List nUMDBEr diSPIaY ......coviivieiiiieeeee ettt 47
= WED SErVEer r€COIAING.......oooiiiiieeieeee ettt ettt et ae s 48
- Web SIP infO reCOrdiNg......c..c.oouiiiiiiieceeee ettt 48
- Configure the agent account in normal mMode ..o 48
- Configure the proxy account-hotel Guest mode..........ccccooovveveiiiicicieceeeee 49
= AGENE IOGON PAGE.......oceiieeieiicieieeeeeetee ettt ettt sttt se et e b e b e st se s e besenteseeseseneas 49
- Web INtercom CONFIQUIE..........cc.oieiiiieeeeceee ettt s b 50
- Multicast SEtiNgS PAge ..........oouoieiiieeeeeeeseeee sttt 50
- Register BroadSoft aCCOUNt ... 51
- St BroadSOft SEIVEN.......c.ociiieeeee ettt b e ne et s e b 52
SENADIE SCA ottt ettt aas 52

9/



Picture 75
Picture 76
Picture 77
Picture 78
Picture 79
Picture 80
Picture 81
Picture 82
Picture 83
Picture 84
Picture 85
Picture 86
Picture 87
Picture 88
Picture 89
Picture 90
Picture 91
Picture 92
Picture 93
Picture 94
Picture 95
Picture 96
Picture 97
Picture 98
Picture 99
Picture 100
Picture 101
Picture 102
Picture 103
Picture 104
Picture 105
Picture 106
Picture 107
Picture 108
Picture 109
Picture 110
Picture 111
Picture 112

- Set Private Hold FUNCHON KEY ..ottt 53
= SIMIS HCON.... ettt ettt sttt a ek et et et ae e te et et eneebeeteteneas 54
- New Voice Message NOtification............ccooiiieiieiiiiiceceeee e 54
- V0oice MEeSSAQE INEITACE .........c.eeeieiiiceeeee et 55
- Configure voicemail NUMDET .............cooiiiiie e 55
- RegiSter SIP @CCOUNL ........ccoooiiiiieecee et ettt et be s 56
- SIP hotspot server configuration ............cccooioieiiiiicceeceeeee s 57
- SIP hotspot client configuration ... 57
- Phone [anguage SEING........c.oceoiiiiiceee ettt 58
- Language setting on Web page ............ooovoiiieieiiccee e 58
-Settime & date ON PhONE..........o e 58
- Settime & date 0N WEDbPAGE.........cc.ooviiiiie e 59
- Set screen parameters ON PRONE...........ccoooiiiieieieceeee e 60
- Page SCreen SEHNGS .......oooviiieceee et 60
= PRONE SCIEEN SAVET ...ttt be b saeneas 60
- PRONE DOOK SCIEEN ...ttt 62
- LOCal PRONE DOOK ...ttt 62
= Add NEW CONACL........oeoeceee ettt ettt st ee st nesbesaeneas 62
= GrOUP LIST ..ottt ettt ettt ettt e te et e te e et naas 63
- Browsing Contacts iN @ GrOUP .......c.couioiiiiiicieeeeece ettt 63
- Add CoNtacts iN @ GrOUP .....ccoouieiiiiiiiceeeee ettt ettt ettt ettt st aeaas 63
S AAA BIACKIIST ...ttt b et b ettt s s s senes 63
S WED BIACKIST ...ttt ettt ettt ettt 64
- Cloud phone DOOK St ..........oouiiieiiieecee ettt et 64
- Downloading Cloud Phone DOOK.............cccciiuieiiiiiiceeececeee e 64
- Browsing Contacts in Cloud Phone bOOK ...........ccccecieiiiiiiiiciiecieceeeeeceeee e 65
2 A O ettt ettt ettt ettt et ettt et e teeab et e reeteenteteas 65
= Filter Call FECOIA tYPES ... oottt ettt et sve s eae e 65
- DSS LCD key Page Configuration SCre€n ............cccccvevviviiiieiiiicieceeeeeceeeeeee e 65
= DSS SEHINGS ...ttt ettt ettt 66
- Headset function SEHINGS ........c.ooviiiiiee e 67
-EHS Headset SEtNG......c.oooiiiieeeeee ettt 67
- SIP address and account information...............ccocvvirieieiininineceee e 67
- Configure Advanced Ling OPLIONS .........ccooioviiiiiiieeeeeeeee ettt 67
- Network Mode SEtliNGS........ccooiiieiieeceee ettt 68
- DHCP Network MOGAE........ccooiiieiiiieect et ettt se s ens 68
- PPPOE NetWOrk MOGE ..ottt aens 68
- Static IP NetWOrK MOAE ...t 68

10 /



Picture 113
Picture 114
Picture 115
Picture 116
Picture 117
Picture 118
Picture 119
Picture 121
Picture 121
Picture 122
Picture 123
Picture 124
Picture 125
Picture 126
Picture 127
Picture 128
Picture 129
Picture 130
Picture 131
Picture 132
Picture 133
Picture 134
Picture 135
Picture 136
Picture 137
Picture 138
Picture 139
Picture 140

= IPVB Static IP NEIWOIK MO ...t eeeee e 69

- The phone configures the web servertype..........ccccoooiiiieieeiciceeeeee e 70
- Keypad I0CK PASSWOI ........c.ooiiiiiiciiceeee ettt st b e ettt sa s nas 71
- Set keyboard [0CK PASSWOIA .........c.ooviiiiiieieeccee et 71
- Phone keypad lock password input interface............ccccoooveeveiiiiiieiciceeeceee, 71
- Web keyboard lock password Settings .........cccoivieiiiiiiiiceeeceeee e 71
- Page auto provision SEtiNgS ..........ccooiiiiiiieeeceee s 72
- Phone auto provision SENGS .......c.ooiiiiiiiiceeeece et 72
- Web page firmware UPGrade.............c.ooveiiiieiieiiiecieceeeete ettt 74
- Firmware upgrade information diSplay ............cccooiiiiieiiiiiieeeeceee e 74
- FIrMWare UPGrade ..........cooiiiiiiicieieeceee ettt ettt ettt sb et sbesveesaessesreas 76
= SErVICE POt SEHINGS.....ooiiiiiiceeeee ettt ettt 79
- Dial PIaN SEHINGS ..ottt ettt 85
- Custom setting of dial = UP FUIES ..........c.ooiiiieeeeeee e 86
= Dial TUIES 1ADIE (1) oottt et ettt ettt 87
= Dial rUIES 1ADIE (2) .ottt ettt eaa s 87
- Tone settings ON the WED............ccoiiiie e 94
- Web cloud phone book Settings..........ccoooiiiiiiiicee e 96
- GlObal KEY SEINGS.....cui ittt ettt et teere e eae s 99
= WED Filter SEHINGS ......oovieieeeee ettt 100
S WED FIltEr TaDIE ...ttt eens 100
- Certificate Of SEHNGS. .....c.ooiiiiece e 101
- Device certificate SeHtiNg.........ocooieiiiiieee s 101
- Network firewall SEtiNGS ......c.covoiiiiie e 102
- Firewall INnput rul@ table...........ocoooiiiiiie e 103
- Delete fireWall FUIES ..ottt 103
= SCIEENSNOL. ...ttt ettt ettt s ettt neeteesennens 104

- Web capture



—

2 Table

Table 1

Table 2

Table 3

Table 4

Table 5

Table 6

Table 7

Table 8

Table 9

Table 10
Table 11
Table 12
Table 13
Table 14
Table 15
Table 16
Table 17
Table 18
Table 19
Table 20
Table 21
Table 22
Table 23
Table 24
Table 25
Table 26
Table 27
Table 28
Table 29
Table 30

- Hardware Interface DeSCriptioN............cc.oooiiiiie ettt 18
= KEYPAA ICONS ...ttt ettt ettt ettt e st e et sb et e e te e b e beeteetaenbannas 19
- Status Prompt and Notification ICONS ...........c.oooiiiie e, 19
- Look-up Table of CharacCters..............c.ooiiioiieeeeeeeeeee ettt 20
= DSS KEY LED SHatE ..ottt senenas 22
- INSErUCHION Of KEYPAA ...ttt ettt et sbe et benas 23
= TAIKING MOGE ...ttt ettt ettt e st et e e st e b e sbesteesbesbesteeseessesesseessensansas 30
- BLF Function key subtype parameter list.............cccooooiiiiiiiiiicceecceee e 45
S AGENCY MOGE ...ttt ettt et et e b e beete e st e beste e st esbesesseessessesbeessessessesseessensansas 49
= INEEICOM CONFIQUIE.......oeiiii ettt ettt et b et ae s s 50
- MCAST Parameters 0N WED ..........cooiieee et 51
= LED Status Of SCA.......ooiieeee ettt 53
- SIP hotSpOt Parameters ...........oooiiiioeieeeee ettt et 56
- Time Settings Parameters...........ooioiiiiiiiiieceeece ettt ettt et 59
= QA0S & VLAN L.ttt ettt b ettt s et st bene b se st et s eneesesenes 69
= AULO POVISION ...ttt ettt ettt et e st e n e e testesse e eneeseeseneens 72
= FIrMWare UPGrade ..........oooviiiieicieeeeeeee ettt ettt ettt b e et ebeeteeas s e s 75
2 SBIVICE PO ...ttt ettt ettt et et e e teesa e b et e e teeab et e beeteeab et e teeaeensente e 79
- Line configuration on the web page............coovoiiiiiciie e 80
- Phone 7 dialing MethOdS...........c.oooiiiieeeeee et 85
- Dial - up rule configuration table ..............c.ooioiiiiiiiice e 86
- Set the line global configuration on the web page ............ccoooeiiiiiicici, 88
- General fuNCHON SEHINGS.........ooiiiicee et 88
= VOICE SEHINGS ...ttt ettt ettt ettt e ae et 91
= MURICAST PAraMELEIS.......cviiieeeeee ettt ettt et eae s 93
= TiME&DAE SENGS .....ooviieeieeeeeee ettt ettt 93
- Function Key configuration ................ccoooiiiiiiiieccee ettt 97
- Softkey CONfIGUIALION .........oovieieie ettt 98
= INEWOIK FIFEWANL ...ttt sttt et ens 102
= TTOUDIE CASES ..ottt sttt s et et e et st et e s et e st eseetensensens 105

12 /



—

3 Safety Instruction

Please read the following safety notices before installing or using this unit. They are crucial for the safe and

reliable operation of the device.

® Please use the external power supply that is included in the package. Other power supply may cause
damage to the phone and affect the behavior or induce noise.

® Before using the external power supply in the package, please check the home power voltage.
Inaccurate power voltage may cause fire and damage.

® Please do not damage the power cord. If power cord or plug is impaired, do not use it because it may
cause fire or electric shock.
Do not drop, knock or shake the phone. Rough handling can break internal circuit boards.
This phone is designed for indoor use. Do not install the device in places where there is direct sunlight.
Also do not put the device on carpets or cushions. It may cause fire or breakdown.
Avoid exposure the phone to high temperature or below 0°C or high humidity.
Avoid wetting the unit with any liquid.
Do not attempt to open it. Non-expert handling of the device could damage it. Consult your authorized
dealer for help, or else it may cause fire, electric shock and breakdown.

® Do not use harsh chemicals, cleaning solvents, or strong detergents to clean it. Wipe it with a soft cloth
that has been slightly dampened in a mild soap and water solution.
When lightning, do not touch power plug, it may cause an electric shock.
Do not install this phone in an ill-ventilated place. You are in a situation that could cause bodily injury.
Before you work on any equipment, be aware of the hazards involved with electrical circuitry and be

familiar with standard practices for preventing accidents.
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4 Overview

4.1 Overview

ZT250 are a kind of telephones designed for small and medium-sized enterprises and families. It's greatly
improve enterprise production efficiency with advanced design, high cost performance, paperless office tool.

It is not only a desktop phone, but also an elegant article that puts in the sitting room or office.

The device is the latest generation of IP Phone, which supports many excellent features, such as
high-definition voice, headphones and high-performance echo cancellation full duplex speaker, fast ethernet,
QoS, encryption transmission, automatic configuration, new system, smooth operation, flat interface settings
and many other advantages.

For enterprise users, it's the cost-effective office equipment, while realizing environmental protection, they
also provide convenient operation. For family users, it's the highly efficient communication device. Users
can flexibly configure and define the functions of two DSS keys, space saving and cost. It will be an ideal

choice for enterprise users and family users who pursue the high quality and high efficiency.

In order to help some interested users better understand the details of the product, this user manual can be
used as a reference guide for the use of ZT250. This document may not be applicable to the latest version of
the software. If you have any questions, you can use the help prompt interface of the device phone, or

download and update your user manual from the official website.

14 /



L] LANIZER

4.2 Packing Contents

E‘:‘::”L

e

Receiver cable

Power adapter (Optional)

Stand

T@

O

T igjr

Network cable

=

Hanging bracke (Need another purchase)
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5 Desktop Installation

5.1 PoE and the use of external power adapters

ZT250 support two power supply modes from external power adapter or over Ethernet (PoE) complied
switch.

PoE power supply saves the space and cost of providing the device additional power outlet. With a PoE
switch, the device can be powered through a single Ethernet cable which is also used for data transmission.
By attaching UPS system to PoE switch, the device can keep working at power outage just like traditional
PSTN telephone which is powered by the telephone line.

For users who do not have PoE equipment, the traditional power adaptor should be used. If the device is
connected to a PoE switch and power adapter at the same time, the power adapter will be used in priority and

will switch to PoE power supply once it fails.

Use standard power adapters and PoE conforming to specifications to ensure proper operation of equipment.
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5.2 Desktop and wall mounted method

The device supports two installation modes, desktop and wall mounted.If the phone is on the desktop, please

follow the instructions in the picture below to install the phone.

wlp SSTITISIISIITIST
B

TSI

Picture 1 - Desktop installation

If the phone is mounted on the wall, please follow the instructions below to install it.

Picture 2 - Wall-mounted installation
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Connect the power adapter, network, PC, phone and earphone to the appropriate port as shown in the picture

below.

oen

Inter net PC

DC sV

Handset

Picture 3 - Connecting to the Device

Table 1 - Hardware Interface Description

Index Interface Description

® Power Interface Connecting Power Adapter

@ Network Interface Connecting to LAN or Internet

® PC Port Network Interface for Connecting Computer
@ Headset Interface Connecting Headset

® Receiver Interface Connecting Microphone Receiver
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6 Appendix Table

6.1 Appendix | - lcon

Table 2 - Keypad Icons

Icon Description
& Redial
M Phone Book
) Hands-free (HF) speaker
?&\ Mute Microphone (During Call)
- Volume down
-+ Volume up
g Headset
] MWI
Table 3 - Status Prompt and Notification Icons
Icon Description
3] Call out
£ Callin
n Call Hold
& Network Disconnected
% Open VLAN
r Open VPN
& Keypad Locked
-+ Call forward calls
L+ Outgoing calls
L Incoming calls
b Missed calls
— SMS
oo New voice message waiting
o Do-Not-Disturb inactivated on Phone
L) Call forward activated
4 Auto-answering activated
) Hands-free (HF) Mode
LR Headphone (HP) Mode
L Handset (HS) Mode
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P Mute Microphone

all The Voice quality of calling

& The Voice encryption of calling
HO Speech High Definition

o Record
Ea SIP Hotspot

6.2 Appendix Il - Keyboard character query table

Table 4 - Look-up Table of Characters

Mode Icon Text Mode Key Button Characters Of Each Press

123 Numeric

OO0 INOO |~ WOIN|~

H

@:;0<>
abc
def
ghi

j K
mno
pgrs
tuv
WXYZ
(space)
G- =

# M&$%

Lower Case
Alphabets

abc

]| ¥ [So@[VN[O[O[R[@N=]H] ¥ [SToo N[ [ S [W[N[=
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Upper Case
Alphabets

@:;0<>

ABC

DEF

GHI

JKL

MN O

PQRS

TUV

WZYX

(space)

A=

# M&$%

2ab

Mixed type input

1

2abcABC

3defDEF

49ghIGHI

5jklJKL

6mnoMNO

7pqrsPQRS

tuvTUV

9wzyxWZYX

0

S+ =

|| % [STo[@N[o[O[R[ON=]H] ¥ [STo[®[N[o [ [S[w[N][=]

# M&$%
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6.3 Appendix Ill -LED Definition

Table 5 - DSS KEY LED State

Type LED Light State
Off Line inactive
Green On Line ready (Registered)
Green Blinking Ringing
Line Key Red Blinking Line is trying to register
Red Blinking Line error (Registration failure)
Red On Dialing/Line in use (Talking)
Yellow Blinking Call holding
Green On Subscription number is idle.
BLF Red On Subscription number is busy.
Red On Subscription number is dialing.
Off Subscription number is unavailable.
Green On Subscription number is idle.
Presence Red On Subscription number is busy.
Red On Subscription number is dialing.
Off Subscription number is unavailable.
DND Red On Enable DND
Off Disable DND
MW Green Blinking New voice message waiting
Off No new voice message
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7 Introduction to the User

7.1 Instruction of Keypad

T 1)
Hom®
: 1@ e
i | plooge
b TNeea
1@ & &L
©)(cn ) cm o | KTN
L\.——___-:,g.] - _._..

Picture 4 - Instruction of Keypad

The picture above shows the keypad layout of the phone. Each button provides its own specific function.

Users can refer to the instructions for the keys in the illustration in this section to operate the phone.

Table 6 - Instruction of Keypad

Number

The keypad names

Instruction

@

Soft-menu Buttons

These four buttons provide different functions corresponding to the

soft-menu displayed on the screen.

@

Contact Key

Press the "Contact" key, the user can enter the address book

interface and select the contact person to call.

MWI

Press the "voice mail" button, and the user enters the interface of

SMS and voice mail list.

Navigate/OK Keys

The user can press the up/down navigation key to change the line or
move the cursor in the screen list. On some Settings and text editing
pages, the user can press the left/right navigation key to change

options or move the cursor in the screen list to the left/right.

OK key: Default is equivalent to soft button confirmation, user can
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customize the function.

® Line key Default to line 1/ line 2, support the custom configuration of DSS key.

In the standby state of ringing and the ringing configuration interface,

press this button to increase/reduce the ring volume; Press this

® Volume Up/DownKey _ .
button to increase/lower the volume on the call or volume adjustment
screen.

@ Mute Key During a call, the user can press this key to mute the microphone.

The 12 standard telephone keys provide the same function as

Standard Telephone standard telephones, but further to the standard function, some keys

®

® Keys also provide special function by long-pressing the key,
Key @ - Long-pressed to lock the phone.

© Headset Key Users can press this key to open the headset channel

40 Redial Press the Redial key to redial the last number dialed

@ Hands-free Key The user can press this key to open the speakerphone.

7.2Using Handset / Hands-free Speaker / Headphone

B Using Handset

To talk over handset, user should lift the handset off the device and dial the number, or dial the number first,
then lift the handset and the number will be dialed. User can switch audio channel to handset by lifting the
handset when audio channel is turned on in speaker or headphone.

B Using Hands-free Speaker

To talk over hands-free speaker, user should press the hands-free button then dial the number, or dial the
number first then press the hands-free button. User can switch audio channel to the speaker from handset by
pressing the hands-free button when audio channel is opened in handset.

B Using Headphone

To use headphone, by default, user should headset button which is defined by DSS key to turn on the
headphone. Same as handset and hands-free speaker, user can dial the number before or after the
headphone is turned on.

B Using Line Keys(Defined by DSS Key)

User can use line key to make or answer a call on specific line. If handset has been lifted, the audio channel

will be opened in handset. Otherwise, the audio channel will be opened in hands-free speaker or headphone.
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7.31dle Screen

admin

18 47
3 JUL WED

Picture 5 - Screen layout/default home screen

The image above shows the default standby screen, which is the user interface most of the time.

The upper half of the home screen shows the status of the device, information and data that can be edited
(such as voice messages, missed calls, auto answer, do not disturb, lock status, network connection status,
etc.).

The lower half of the area are the function menu keys, which are also the first layer of function menu keys,
through which users can operate the phone.

Users can restore the phone to the default standby screen interface by picking up and dropping the handle.
The left and right part of the area shows default configuration of Side keys, which dynamically display the
configuration of SIP information, message, headset, etc., which can be customized by users.

The icon description is described in_6.1 appendix |.

In some screens, there are many items or long text to be displayed which could not fit into the screen. They
will be arranged in a list or multiple lines with a scroll bar. If the user sees a scroll bar, he can use up/down
navigator buttons to scroll the list. By long-pressed the navigator keys, user can scroll the list or items in a
faster speed.

tetwork
DOHCPIPwY
2. 1Py 172167191

Returnl ] |

Picture 6 - Scroll icon

7.4 Phone Status

The phone status includes the following information about the phone:
® Network Status:
VLAN ID
IPv4 or IPv6 status
IP Address
Network Mode
® The Phone Device Information:
Mac Address
Phone Mode
Hardware Version number
Software Version number
Phone Storage (RAM and ROM)

System Running Time
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® S|P Account Information:
SIP Account
SIP Account Status (register / uncommitted / trying / time out)
® TRO069 Connect Status (Displays only in the phone interface state)
The user can view the phone status through the phone interface and the web interface.
® Phone interface: When the phone is in standby mode, press [Menu] >> [Status] and selectthe

option to view the corresponding information, as shown in the figure:

tetuork
2. 1Py 172.16.7.191 n
returnl || |

Picture 7 - The Phone status

® \WEB interface: Refer to 7.5 Web management to log in the phone page, enter the [System] >>

[Information] page, and check the phone status, as shown in the figure:

Information Configurations Upgrade Reboot Phone

*  System

System Information ]

* Network
Model: J1p
. Hardware: V1.0
¢ Line
Software: 1.2.0
Uptime: 26 :49: 26
: Phone setlings .
Last uptime:
MEMInfo: ROM: 1.2/ 16(M)  RAM: 1.4/23(M)
> Phonebook
Network @
= Call logs WAN
Network mode: VPN
+ Function Key MAC: 00:88:59:f8:66:0a
IPv4
+ Application IP: 10.8.0.10
Subnet mask: 255.255.255.255
: Security Default gateway: 255.255.255.255

Picture 8 - WEB phone status
7.5Web Management

Phone can be configured and managed on the web page of the phone. The user needs to enter the IP
address of the phone in the browser and open the web page of the phone firstly. The user can check the IP
address of the phone by pressing [Menu] >> [Status].

User: || |
Password: | ‘
Language: m]

. /

Picture 9 - Landing page
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Users must correctly enter the user name and password to log in to the web page. The default user name and

password are "admin". For the specific details of the operation page, please refer to page 11 Web
configuration.

7.6 Network Configurations

The device relies on IP network connection to provide service. Unlike traditional phone system based on a

circuit switched wire technology, IP devices are connected to each other over the network and exchange data

in packet basis based on the devices’ IP address.

To enable this phone, you must first correctly configure the network configuration. To configure the network,

users need to find the phone function menu button [Menu] >> [Advanced Settings] >> [Network] >>

[Network].

The default password for advanced Settings is "123".

NOTICE! If user saw a @ ‘WAN Disconnected’ icon flashing in the middle of screen, it means the

network cable was not correctly connected to the device’s network port. Please check the cable is

connected correctly to the device and to the network switch, router, or modem.

The device supports three types of networks, IPv4/IPv6/IPv4&IPv6

There are three common IP configuration modes about IPv4

® Dynamic Host Configuration Protocol (DHCP) — This is the automatic configuration mode by getting
network configurations from a DHCP server. Users don’t need to configure any parameters manually. All
configuration parameters will be getting from DHCP server and applied to the device. This is
recommended for the most users.

® Static IP Configuration — This option allows user to configure each IP parameters manually, including IP
Address, Subnet Mask, Default Gateway, and DNS servers. This is usually used in a technical
environment of network users.

® PPPoE - This option is often used by users who connect the device to a broadband modem or router. To
establish a PPPoE connection, user should configure username and password provided by the service
provider.

The device is default configured in DHCP mode.

There are three common IP configuration modes about IPv6

® DHCP - This is the automatic configuration mode by getting network configurations from a DHCP
server. Users need not to configure any parameters manually. All configuration parameters will be
getting from DHCP server and applied to the device. This is recommended for most users.

® Static IP configuration - this option allows users to manually configure each IP parameter, including IP
address, mask, gateway, and primary and secondary domains. This usually applies to some
professional network user environments.

Please see_10.7.2.1 network Settings for detailed configuration and use.
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7.7 SIP Configurations

A line must be configured properly to be able to provide telephony service. The line configuration is like a
virtualized SIM card on a mobile phone which stores the service provider and the account information used
for registration and authentication. When the device is applied with the configuration, it will register the device
to the service provider with the server’s address and user’s authentication as stored in the configurations.
The user can conduct line configuration on the interface of the phone or the webpage, and input the
corresponding information at the registered address, registered user name, registered password and SIP
user and registered port respectively, which are provided by the SIP server administrator.
® Phone interface: To manually configure a line, the user can press the line key for a long time, or press the
button in the function menu [Menu] >> [Advanced Settings] >> [Accounts] >> [Line n] configuration,
click ok to save the configuration.
NOTICE! User must enter correct PIN code to be able to advanced settings to edit line configuration.
(The default PIN is 123)

The parameters and screens are listed in below pictures.
255

F:e-;i;:tr‘ati-:- I]
Return] Left | Risht [ ok |

Picture 10 - Phone line SIP address and account information

® \WEB interface: After logging into the phone page, enter [Line] >> [SIP] and select SIP for configuration,

click apply to complete registration after configuration, as shown below:

' SIP | SIP Hotspot | Dial Plan Basic Settings | RTCP-XR _

* System

Line 6606@SIP" v

Register Settings >>

* Network

* Line

Line Status: Registered Activate: v

Username: Authentication User:
Phone settings Display name: I:I Authentication Password: l:l

Realm: I:I Server Name: I:I
Phonebook

SIP Server 1: SIP Server 2:
Eallllug=s Server Address: Server Address: :I

Server Port: Server Port:
Function Key Transport Protocol: Transport Protocol:

Registration Expiration: second(s) Registration Expiration: second(s)
Application

R I | Danlriim Deacis Coamene AAduanns I |

Picture 11 - Web SIP registration
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8 Basic Function

8.1 Making Phone Calls

B Default Line

The device provides twenty line services. If both lines are configured, user can make or receive phone calls
on either line. If default line is configured by user, there will be a default line to be used for making outgoing
call which is indicated on the top left corner. To change the default line, user can press left/right navigator
buttons to switch between two lines. Enable or disable default line, user can press [Menu] >> [Features] >>

[General] >> [Default Line] or configure from Web Interface (Web / PHONE / Features / Basic Settings).

admin ]

18 47
3 JUL WED

CallLog

Picture 12 - Default line

B Dialing Methods
User can dial a number by,
® Entering the number directly
Selecting a phone number from phonebook contacts (Refer to 10.2.1 Local contacts)

Selecting a phone number from cloud phonebook contacts (Refer to 10.2.3 Cloud Phone Book)

Selecting a phone number from call logs (Refer to 10.3 Call Log)

Redialing the last dialed number

B Dialing Number then Opening Audio

To make a phone call, user can firstly dial a number by one of the above methods. When the dialed number is
completed, user can press [Dial] button on the soft-menu, or press hand-free button to turn on the speaker or
headphone, or lift the handset to call out with the current line, or user can press line key(Configured by DSS

Keys) to call out with specified line.

L, 255 11
Bod|

Picture 13 - Enable voice channel dialing

B Opening Audio then Dialing the Number

Another alternative is the traditional way to firstly open the audio channel by lifting the handset, then turn on
the hands-free speaker or headphone by pressing hands-free button, or line key, and then dial the number
with one of the above methods. When completing the number dial, user can press [Dial] button or [OK] button

to call out, or the number can also be dialed out automatically after timeout.

%, 253 111
Bod]

Picture 14 - Open the voice channel and dial the number
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B Cancel Call
While calling the number, user can stop the audio channel by putting back the handset or pressing the

hands-free button to drop the call.

w1255 11
Bado
R
(end || | |

Picture 15 - Call number

8.2 Answering Calls

When there is an incoming call while the device is idle, user will see the following incoming call on the screen.

w1255 11
245

ey

Answer| | Fud |

Picture 16 - Answering calls

User can answer the call by lifting the handset, open headphone or speaker phone by pressing the
hands-free button, or the [Answer] button. To divert the incoming call, user should press [Divert] button. To
reject the incoming call, user should press [Reject] button.

8.2.1 Talking
When the call is connected, user will see a talking mode screen as the following figure.

w1255 1M1
12 Gadaz =
0044 gl
[ Hold | #FEr | Conf | End |

Picture 17 - Talking interface

Table 7 - Talking mode

Number Name Description

©) Voice channel The icon shows the voice channel mode being used.

@ Default line The line currently used by the phone.

® Calls to end The name or number of the person on the other end of the call.
@ Call duration The duration of a call after it has been established.

® Numbers of line Shows how many calls are present on the current device

® Speech quality Displays the current voice quality of the call.

8.2.2 Make / Receive Second Call

The device can support up to two concurrent calls. When there is already a call established, user can still
answer another incoming call on either lines or make a second call on either lines.

B Second Incoming Call

When there is another incoming call during talking a phone call, this call will be waiting for user to answer.
User will see the call message in the middle of current screen. The device will not be ringing but playing call

waiting tone in the audio channel of the current call and the LED will be flashing in green. User can accept or
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reject the call as same as normal incoming call. When the waiting call is answered, the first call will be held on
automatically.

Wiz5s 12
- £SHS
[ ]

[Ringing]

Anzwer |Reject

Picture 18 - The second call interface

B Second Outgoing Call

To make a second call, user may press [Xfer] / [Conf] button to make a new call on the default line or press
the line key to make new call on specific line. Then dial the number the same way as making a phone call.
Another alternative for making second call is to press DSS Keys or dial out from the configured Keys
(BLF/Speed Dial). When the user is making a second call with the above methods, the first call could be held
on manually or will be held on automatically at second dial.

B Switching between Two Calls

When there are two calls established, user will see a dual calls screen as the following picture.

w1255 242
- E54E
- 0009

[ told | #FeR | Cont | End |

Picture 19 - Two way calling

User can press up/down navigator buttons to switch screen page, and switch call focus by pressing [Resume]
button.

B Ending One Call

User may hang up the current talking call by closing the audio channel or press [End] button. The device will

return to single call mode in holding state.

8.3 End of the Call

After the user finishes the call, the user can put the handle back on the phone, press the hands-free button or
Softkey [End] key to close the voice channel and end the call.
Note! When the phone is in the reserved state, the user must press the [Resume] key to return to the

call state, or put the receiver back and press the hands-free button to end the call.

8.4 Redial

® Redial the last outgoing number:
When the phone is in standby mode, press the redial button and the phone will call out the last outgoing
number.
® Call out any number with the redial key:
Enter the number, press the redial key, and the phone will call out the number on the dial.
® Press the redial key to enter the call record:
Log in the phone page, enter [Phone Settings] >> [Features] >> [Redial Settings], check Redial to

enter the call record page, press the redial button when standby to enter the call record page, and press
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again to call out the current located number.

Basic Settings >>

* System
Tone Settings >>

* Network DND Settings >>
Intercom Settings >>

Redial Settings >>

Enable Call Completion: Enable Auto Redial:

Auto Redial Interval: El (1~180)second(s)  Auto Redial Times: D (1~100)

Redial Enter CallLog:

* Phone settings

* Phonebook

Response Code Settings >>

» Call logs

Password Dial Settings >>

Picture 20 - Redial set

8.5 Auto-Answering

User may turn on the auto-answering mode on the device and any incoming call will be automatically
answered (not including call waiting). The auto-answering can be enabled on line basis.

The user can start the automatic answer function in the telephone interface or the webpage interface.

® Phone interface:

Press [Menu] >> [Features] >> [Auto Answer] button;

Press the button to select the line, use the left/right navigation key to turn on/off the auto answer option, and
set the auto answer time to 5 seconds by default.

After completion, press [OK] key to save;

The icon in the upper right corner of the screen#! indicates that auto answer is enabled.

255
Return| Left | Right | ok |
Picture 21 - Line 1 enables auto-answering
255 HO
20: 15
3 JuL WED

CallLog

Picture 22 - The line has enabled auto-answering

® WEB interface:
Log in the phone page, enter [Line] >> [SIP], select [SIP] >> [Basic settings], start auto-answering, and

click apply after setting the automatic answering time.
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System

Network

* Line

Phone settings

Phonebook

Call logs

Function Key

8.6 Callback

SIP l SIP Hotspot ] Dial Plan l Basic Settings l RTCP-XR _

Line 6606@SIP* v

Register Settings >>

Basic Settings >>

Enable Auto Answering:

Auto Answering Delay: C' (0~120)se4

Call Forward
Unconditional:

Call Forward on Busy:

Call Forward on No
Answer:

Call Forward Delay for No
Answer:

Conference Type:

Subscribe For Voice

o

C' (0~120)second(s)

Call Forward Number for l:l
Unconditional:

Call Forward Number for l:l
Busy:

Call Forward Number for l:l
No Answer:

Transfer Timeout: :' second(s)
T e L 1
Number:

VAirn Manssma L I |

Picture 23 - Web page to start auto-answering

The user can dial back the number of the last call. If there is no call history, press the [Callback] button and

the phone will say "can't process".

® Set the callback key through the phone interface:

Under standby, press [Menu] >> [Basic Settings] >> [Keyboard Settings] >> [Function key] or
[ Keyboard Settings ] >> [ Soft function key] choose to set up the function keys, key type, type

selection function name select callback function, input the callback key name, press [ OK ] key to save.
e

Return| Left | Right | ok |
Picture 24 - Set the callback key on the phone

Set the callback key through the web interface:

Log in the phone page, enter the [Function Key] >> [Side Key] or [Function Key] >> [Function Key]
page, select the function Key, set the type as the function Key, and set the subtype as the callback, as
shown in the figure:

Side Key

R

System

Side Dsskey Settings

Network
Dsskey Transfer Mode Dsskey Home Page:

Phone settings Key Type Name Value Subtype Line PickUp Number Icon Color
F1i [Lne v] | | [ | [None v |[6606@SIF1__ v || |[Defauit Green v

Phonebook F2 Line v |1 | [None v |[sip2 v]| |[Default Green ¥
F3 [ [KeyEvent v]| 1] | [Call Back v |[AUTO i | |[Default Green v |
F4  [KeyEvent v 11 | [Headset v |[AUTO v |[Default Green v |

D F5 [None v] | 11 | [None v |[AuTO v |[Default Green v |
F6  [None v 11 | [None v |[AuTO v |[ Default Green v |

* Function Key F7 [None v | 11 | [None v |[auTo v |[Default Green v |
L
Application

Picture 25 - Set the callback key on the web page
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8.7 Mute

You can turn on mute mode during a call and turn off the microphone so that the local voice is not heard.
Normally, mute mode is automatically turned off at the end of a call. You can also turn on mute on any screen
(such as the free screen) and mute the ringtone automatically when there is an incoming call.

Mute mode can be turned on in all call modes (handles, headphones or hands-free).

8.7.1 Mute the Call

® During the conversation, press the mute button on the phone:\'ﬂ'\ the mute button on the phone will turn
on the red light.

Red mute icon is displayed in the call interface, as shown in the figure:

L, 255 11
6545
] dll
[ told | wFeR | Cont | End |

Picture 26 - Mute the call

® Cancel mute: press \'& cancel mute on the phone again. The mute icon is no longer displayed in the call
screen. The red light is off by mute button.

8.7.2 Ringing Mute

® Mute: press the mute button when the phone is in standby mode:\'gk
The top right corner of the phone shows the bell mute icon ", Mute button red light is always on, when

there is an incoming call, the phone will display the incoming call interface but will not ring.

255 W
09 19
4 JUL THU

callLoal_Dir | DD | Henu

Picture 27 - Ringing mute

® Cancel ring tone mute: On the standby or incoming call screen, press the mute button again \ﬁ\ or
volume up "* cancel ring tone mute, no longer shows mute icon in upper right corner after cancel

" The phone mute icon is off.

8.8 Call Hold/Resume

The user can press the [Hold] button to maintain the current call, and this button will become the [ Resume ]

button, and the user can press the "resume" button to restore the call.

8, 255 11
Bads

Picture 28 - Call hold interface
8.9DND

User may enable Do-Not-Disturb (DND) feature on the device to reject incoming calls (including call waiting).
The DND can be enabled on line basis.
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Enable/Disable phone all lines DND, the methods as the following :

® Phone interface: Default standby mode >
1) Press [DND] button to enter the DND setting interface, select line or phone to enable DND.
2) Press [DND] button to enter the DND setting interface and disable DND.

258

09 20
4 JUL THU
callLog| Dir | OnD

Picture 29 - Enable DND

If the user wants to enable/disable the uninterrupted function on a specific line, the user can set the
uninterrupted function on the page of configuring the line.
1) Press [Menu] >> [Features] >> [DND] button, Enter the [DND] to edit the interface.
2) Click the left/right navigation button to select the line to adjust the mode and state of "do not disturb”,
and then press the [OK] button to save.

The user will see the DND icon turn red, and the sip-line has enabled the mode of "DND".

alglnl
oo e ETRET
Feturn| Left | Riaht | ok |

Picture 30 - DND setting interface

The user can also use the DND timer. After the setting, the DND function will automatically turn on and the

DND icon will turn red when ringing.

alglnl
o riner TR
Feturn| Left | Riaht | ok |

Picture 31 - DND timer
® \WEB interface: Enter [Phone setting] >> [Features] >> [DND settings], set the DND type (off, phone,

line), and DND timing function.

Basic Settings >>

* System
Tone Settings >>

¢ Network DND Settings >>

DND Option:
¢ Line Enable DND Timer:

DND Start Time:
* Phone settings DND End Time:

Intercom Settings >>
* Phonebook

Picture 32 - DND Settings

The user turns on the DND for a specific route on the web page: Enter [Line] >> [SIP], select a [Line] >>

[Basic settings], and enable DND.
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Answer;

SIP l SIP Hotspot ] Dial Plan ] Basic Settings ] RTCP-XR _

» System Conference Type: SeverConference [
* Network I\S/Iubs:r'\b.e IR artE= Voice Message Number: I:l
essage:
Vo'\lce Message Subscribe (60~999999)second(s) Enable Hotline:
- Period:
* Line
Hotline Delay: Cl (0~9)second(s) Hotline Number: I:l
Dial Without Registered: Enable Missed Call Log: v
* Phi tti
BRI DTMF Type: AUTO v DTMF SIP INFO Mode:
Request With Port: v Enable DND: [¥]
JRECneEaCk Use STUN: Use VPN: v
* Call logs Enable Failback: v Signal Failback:
Failback Interval: 1800 second(s) Signal Retry Counts: Cl (1~10)

¢ Function Key

Picture 33 - Line DND
8.10 Call Forward

Call forward is also known as ‘Call Divert’ which is to divert the incoming call to a specific number based on

the conditions and configurations. User can configure the call forward settings of each line.
There are three types.

® Unconditional Call Forward — Forward any incoming call to the configured number.

® Call Forward on Busy — When user is busy, the incoming call will be forwarded to the configured

number.

® Call Forward on No Answer — \When user does not answer the incoming call after the configured delay

time, the incoming call will be forwarded to the configured number.
® Phone interface : Default standby mode

1) Press [Menu] >> [Features] >> [Call Forward] button, select the line by up/down navigation key,

press [OK] button to set call forward..
—all Forward

2.5IP2

Return] Up | Down |0k |

Picture 34 - Select the line to set up call forwarding

2) Select the call forward type by pressing the up/down navigation button. Click [OK] to configure call

forwarding and delay time.

1. Unconditional
2. Busy Forward

Feturn| Up | Down | ok |
Picture 35 - Select call forward type

3) Select enable/disable by pressing the left/right navigation button.

——Inconditional

ru::-:-ru:liti-:-n. n
Feturn| Left | Riaht | ok |

Picture 36 - Enable call forwarding and configure the call forwarding number

4) Browse the parameters set by the up/down navigation key and enter the required information. When

36 /



L] LANIZER

finished, press the [OK] button to save the changes.

® \WEB interface: Enter [Line] >> [SIP], Select a [Line] >> [Basic settings], and set the type, number and

time of forward forwarding.

. SIP | SIP Hotspot | Dial Plan Basic Settings RTCP-XR _

Register Settings >>

* System
Basic Settings >>
o Enable Auto Answering: Auto Answering Delay: E (0~120)second(
* Networl
Call Forward Call Forward Number for l:l
Unconditional: Unconditional:
CallForward on Busy: el Forward Number for [
Call Forward on No Call Forward Number for l:l
Answer: No Answer:
: Phone settings g:” Fg:lward Delay for No 3 (0~120)second(s) Transfer Timeout: [ second(s)
Server Conference
Conference ype:  [Coea v] : E—
» Phonebook Number:
Subscribe For Voice . . |:|
: call logs Message: Voice Message Number:

\F{:'\rci::dl\lflessage Subscribe (60~999999)second(s) Enable Hotline:

Picture 37 - Set call forward

8.11 Call Transfer

When the user is talking with a remote party and wish to transfer the call to another remote party, there are
three way to transfer the call, blind transfer, attended transfer and Semi-Attended transfer.

® Blind transfer: No need to negotiate with the other side, directly transfer the call to the other side.

® Semi-Attended transfer: When you hear the ring back, transfer the call to the other party.

® Attended transfer: When the caller answers the call, transfer the call to the other party.

Note! For more transfer Settings, please refer to 12.6 Line >> Dial Plan

8.11.1  Blind transfer

During the call, the user presses the function menu button [Transfer] or the transfer button on the phone,

Enter the number to transfer or press the contact button or the history button to select the number, press the
transfer key again or blind transfer to a third party. After the third party rings, the phone will show that the

transfer is successful and hang up.

L, 255 242
Bodo

Picture 38 - Transfer interface

8.11.2 Semi-Attended transfer

During the call, the user presses the function menu button [transfer] or the transfer button on the phone to
input the number to be transferred or press the contact button or the historical record button to select the
number, and then press the call button. When the third party is not answered, press the transfer on the call
interface to make the semi-attendance transfer or press the end button to cancel the semi-attendance

transfer.
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L, 255 242
Bado
¥
[ end || | wFER |

Picture 39 - Semi-Attended transfer

8.11.3 Attended transfer
Attendance transfer is also known as "courtesy mode", which is to transfer the call by calling the other party
and waiting for the other party to answer the call.

The same procedure to calling. In dual call mode, press the "transfer" button to transfer the first call to the

second call.
Wiz5s . 111
Farnwil
Transterring...
[ | | End]

Picture 40 - Attended transfer
8.12 Call Waiting

Enable call waiting: new calls can be accepted during a call.
Disable call waiting: new calls will be automatically rejected and a busy tone will be prompted.
Enable call waiting tone: when you receive a new call on the line, the tone will beep.

The user can enable/disable the call waiting function in the phone interface and the web interface.

Phone interface: Press [Menu] >> [Features] >> [Call waiting], the navigation key and left/right button
enable/disable call waiting and call waiting tone.Press [Menu] >> [Features] >> [Call waiting], the

navigation key and left/right button enable/disable call waiting and call waiting tone.
—zall Maiting Settings—

Call L-J.aitin- H
Feturn| Left | Riaht | ok |

Picture 41 - Call waiting setting

® WEB interface: Enter [Phone Settings] >> [Features] >> [Basic Settings], enable/disable call waiting

and call waiting tone.

. Features | pese s a2 |m (e ||

* System

Basic Settings >>

¢ Network
Enable Call Waiting: 4 Enable Call Transfer: )
Semi-Attended Transfer: ) Enable 3-way Conference: )
» Line
Enable Auto on Hook: v Auto HangUp Delay:
9up ¥ (0~30)second(s)
* Phone settings Ring From Headset: Enable Auto Headset:
Enable Silent Mode: Disable Mute for Ring:
* Phonebook
Enable Default Line: S Enable Auto Switch Line: v
Default Ext Line: Ban Outgoing:
¢ Call logs

Hide DTMF: Disabled v Enable CallLog: )

Picture 42 - Web call waiting setting
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Tone Settings >>

Enable Holding Tone: Ci Enable Call Waiting Tone: &
Play Dialing DTMF Tone: Ld Play Talking DTMF Tone: &

DND Settings >>

Intercom Settings >>

* Phone settings

Redial Settings >>

: Phonebook Racnnnca Cada Sattinac >

Picture 43 - Web call waiting tone setting

8.13 Conference

8.13.1 Local Conference
To conduct local conference, the user needs to log in the webpage and enter [Line] >> [SIP] >> [Basic

settings]. The meeting mode is set as local (the default is local mode), as shown in the figure:

SIP Hotspot Dial Plan Basic Settings RTCP-XR

viunuvial, [STNSCIININE TR

Call Forward on Busy: |
Call Forward on No Call Forward Number for l:l
Answer: No Answer:
Call Forward Delay for No B ](o~120)second(s) Transfer Timeout: P ]second(s)
Answer:
: [Local v | e L 1
o nft Conference Type: Local v | Number:
Subscribe For Voice . .
* Phone settings Message: Voice Message Number: [ ]
Voice Message Subscribe (60~999999)second(s) Enable Hotline:
Period:
: Phonebook Hotline Delav: [ (0~9)second(s) Hotline Number:

Picture 44 - Local conference setting

Two ways to create a local conference:
1) The device has two channels of communication. Press the conference button on the call interface.

When selecting the conference number, select the other number that already exists.

%, 253 24z 255 I L, 253 2z

E5Y45 BS54y
[ - .
o0:03 2 B54S 113 " 0055

[ ]
[ told | wrer | cont [ End Jod ok | e [ Down | close 4 told || spiit | End |

Picture 45 - Local conference (1)

2) If the device has a call all the way, press the conference key in the call interface, enter the number to
join the meeting and press the call; After the opposite end is answered, press the conference button

again to set up the local tripartite conference:

%, 258 2j2 255 343 L, 255 2z
6545 BS54
L ] - !
- 00:03 2. 6545 113 . 00:sE

[ told | wrer | cont [ End [od ok | e [ Down | close 4 told || spiit | End

Picture 46 - Local conference (2)

Note: During the conference, press the split button to split the conference and press the end button to end the
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call.

8.13.2 Network Conference

Users need server support for network conference.

Log in the web page, enter [Line] >> [SIP] >> [Basic settings], set the conference mode as server mode
(default is local mode), set the server conference room number (please consult your system administrator),

as shown in the figure:

' SIP SIP Hotspot Dial Plan Basic Settings RTCP-XR _
iy viia

viunuaar,

naaar, _————
» System Call Forward on Busy: gz!y}’lorward Bioiheging I:I

Call Forward on No Call Forward Number for l:l
Answer: No Answer:
* Network
Call Forward Delay for No B ](o~120)second(s) Transfer Timeout: P ]second(s)
Answer:
: e
5 (s Conference Type: Numbers 1234
Subscribe For Voice . .
» Phone settings Message: Voice Message Number: [ ]
Ve [y SosEile (60~999999)second(s) Enable Hotline:
Period:
» Phonebook Hotline Delay: P ](o~9)second(s) Hotline Number: |
Dial Without Registered: Enable Missed Call Log: v
> call logs DTMF Type: AUTO v DTMF SIP INFO Mode:
Request With Port: v Enable DND:

Picture 47 - Network conference

Method to join a network conference:

® Multi-party call number of network conference room and enter the password then all enter the
conference room.

® The two phones have established common calls. Press the conference button to invite new members to
the conference. Follow the voice prompt to operate.

Note: the upper limit of the number of participants in the network conference varies according to the server.

8.14 Call Park

Call park requires server support. Consult your system administrator for support.

When you are on the call, if it is not convenient to answer the phone at this time, you can press the configured

park button to hold the call; After a successful park, you can resume the call by pressing the configured park

button on other devices.

Set the call park button:

® Phone interface: long press a function key to enter the function key Settings interface, or through the
[Menu] >> [Basic Settings] >> [Keyboard Settings] enter the settings interface of function keys, and
set the key function type as memory and subtypes as call park, reside values for the server calls park
number, set up corresponding SIP lines.

® \WEB interface: log in the phone page, enter the [Function Key] >> [Function Key] page, select a
DSSkey, set the function key type as memory key, the subtype as call park, and the value as the call park
number of the server, and set the corresponding SIP line.
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Dz skl

[Feturn| Left | Right | ok |

Picture 48 - Phone set call park

I

‘ Side Key

¢ System

» Network Side Dsskey Settings
Dsskey Transfer Mode Dsskey Home Page:
* Phone settings Key Type Name Value Subtype Line PickUp Number Icon Color
F1 [Line v] [ | | [None v |[6606@sIP1__ v || |[Default Green v
* Phonebook F2  [Lne ]| I [ | [None v |[sip2 | |[Default Green v |
F3 @emuw Key | £l | Call Park v || s606@sIP1__ v | |[Defeult Green v
F4 [KeyEvent  v] [Headset v][AuTO v |[Default Green v |
¢ Call logs F5 [None gl [ | [None v |[AUTO v ]| |[Default Green ¥
F6 [None v | | [None ¥ |[AUTO v [ |[Default Green v
EEunctionjKay F7  [None v | | [None v |[AUTO v ]| |[Default Green v |

Picture 49 - WEB set call park
8.15 Pick Up

Pick up requires server support. Consult your system administrator for support.
You can use the Pick Up function to answer incoming calls from other users. The phone can pick up incoming
calls by configuring DSSkey for BLF and setting the Pick Up code.
Phone interface: press [Menu] >> [Basic Settings] >> [Keyboard Settings] >> [DSS Key Settings], select
the function key to set.
® Set the line, function key type as memory key, subtype as BLF/NEW CALL, set subscription number, and
pick up code
® Other phones call the subscription number, and the opposite end is in the incoming ring.
® Press the DSS key to pick up the phone.
® The caller picks up the call and speaks to it.
WEB interface: Log in the phone webpage, enter the [Function Key] >> [Function Key] page, select
a DSSkey, set the memory key type as memory key, the subtype as BLF/NEW CALL, and set the
corresponding SIP line and pick up codes.

Dzskay

Fickup r-Jur_ u
Feturn| 125 [pelete] ok |

Picture 50 - Phone pick up setting
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\ e - |-

System

Network Side Dsskey Settings
Dsskey Transfer Mode  [Make a New Ce v | Dsskey Home Page: [None ¥ |
Apply
,W‘ El Add New Page
Phone settings Key Type Name Value Subtype Line PickUp Number Icon Color
F1 Line v [ | [None v | [6606@SIFT___v ]| | [Default Green ¥
+ Phonebook Fz [Line [ | [None | ] ] [Defaut Green v |
[ps07 | [BLE/NEW cALL v ][s608@sIP1__ v |[d | Default Green ¥ |
F4 Key Event ] | Headset ¥ |[AuTO || T Default Green ¥

+ call logs

F5 [None v [ | [None v |[AUTO v Default Green ¥
F6 [None v [ | [None v |[auTO v] [Default Green v |
* Function Key F7 None v [ | [None v |[AuTO ][ |[Default Green ¥

\

il

F3 ||memcr Ke, v
v

\

\

\

\

Picture 51 - WEB pick up setting

8.16 Anonymous Call

8.16.1

Anonymous Call

The phone can set up anonymous calls to hide the calling number and the calling name.

You can see anonymity in the context of [Menu] >> [Advanced Settings] >> [Accounts] >>

[Advanced].
The default is none, which is off, and RFC3323 and RFC3325 are optional.

Select any one to open the anonymous call.

255

AnonYmaus m n
Feturn| Left | Right | ok |

Picture 52 - Enable anonymous call

On the web page [Line] >> [SIP] >> [Advanced Settings] can also open the mode of anonymous

calls.
Setting to enable anonymous calls also corresponds to the SIP line. That is, the setting under the

SIP1 page can only take effect on the SIP1 line.

SIP Encryption: 0 @ RTP Encryption{SRTP): (7]

Enable Session Timer: 0 @ Session Timeout: Cl second(s) (7]
Enable BLF List: = @ BLF List Number: [ | @
Response Single Codec: [ @ BLF Server: [ | @
Keep Alive Type: (7] Keep Alive Interval: second(s) @
Keep Authentication: 0 @ Blocking Anonymous Call: 0 @

User Agent: [ | @ Specific Server Type: [7]

SIP Version: 9 I Anonymous Call Standard: [7]

Local Port: [s060 | @ Ring Type: Defalt [ |

Enable user=phone: 0 @ Use Tel Call: 0 @

Auto TCP: 0 @ Enable PRACK: 0 @

Enable Rport: (7]

Picture 53 - Enable Anonymous web page call

The following is a transcript of an anonymous call received by the phone.
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fill
£ anonyemous 04 Jul 12:08 [|

&2 anonymous 04 Jul 12:06

Picture 54 - Anonymous call log

Ban Anonymous Call

The device can be set to prohibit anonymous calls, that is anonymous calls to the number will be directly

rejected.

8.17

In the phone [Menu] >> [Features] >> [Ban anonymous call], click to enter and all SIP lines will be
displayed.

Click Softkey [Switch] or [<] [>] to switch the SIP line and enable anonymous call.
—=Fan Anonymous Call——

- _C—
Suitc

Picture 55 - Anonymous calls are not allowed on the phone

On the web page [Line] >> [SIP] >> [Advanced Settings], also can disable anonymous calls.
The setup to disable anonymous calls also corresponds to the SIP line. That is, the setting under the

SIP1 page can only take effect on the SIP1 line.

SIP Encryption: © RTP Encryption(SRTP): Disabled [+] @

Enable Session Timer: [7] Session Timeout: 0 second(s) (7]
Enable BLF List: ] BLF List Number: [7]
Response Single Codec: © BLF Server: (7]
Keep Alive Type: ppP =] @ Keep Alive Interval: 30 second(s) @
Keep Authentication: (7] I Blocking Anonymous Call: 7] I

Picture 56 - Page Settings blocking anonymous call

Hotline

The device supports hotline dialing. After setting up the hotline dialing, directly pick up the handset,

hands-free, earphone, etc., and the phone will automatically call according to the hotline delay time.

In the phone [Menu] >> [Features] >> [Advanced] >> [Hotline], click to enter and all SIP lines will
be displayed.
Then set the hotline for each SIP line, which is off by default.

Open the hotline, set the hotline number, set the delay time of the hotline.

Hot Line 255

ﬂ ot tne CETTITY
Feturn] Up | coun | ok ] m

Picture 57 - Phone hotline setting interface

On the website [Line] >> [SIP] >> [Basic Settings], can also set up a hotline.
The setup hotline also corresponds to the SIP line. That is, the hotline set in the SIP1 webpage can

only be activated in the SIP1 line.
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[258@s1P1 [~]

Register Settings >>

Line

Basic Settings >>

Enable Auto Answering: [ @ Auto Answering Delay: (0~120)second(s) (7]
Call Forward Call Forward Number for
Unconditional: Oe Unconditional: |:| @
Call Forward onBusy: [ @ o ruiard Number for ) g
Call Forward on No Call Forward Number for l:l
Answer: Oe No Answer: ®
all rorward Delay for (0~120)second(s) @ Transfer Tmeout: I second(s) @
Y ~ second(s : second(s
X Server Conference

Conference Type:  [Loca =] @ server e
Subscribe For Voice = .
Subscibe 0e Voice Message Number: [ @
Voice Message 3600 =

B : Enable Hotline:
Subscribe Period: (60~999999)second(s) 0e
Hotline Delay: Cl (0~9)second(s) b Hotline Number: I:l (2]
Dial Without Registered: [] é Enable Missed Call Log: é
DTMF Type: AUTO  [+] @ DTMF SIP INFO Mode:  [sed10j11  [+] @
Reguest With Port: 7] Enable DND: O @
Use STUN: £ @ Use VPN: ]

Picture 58 - Hotline set up on webpage

8.18 Emergency Call

The emergency call function is used to et the corresponding emergency call number on the phone after

enabling the keypad lock. You can also call emergency services when your phone is locked.

1) Configure the emergency call number: log in the phone page, enter the [Phone Settings] >> [Function

Settings]>> [Basic Settings]page, set up the emergency call code, if you need to set up more than one

emergency call code, please use ", "to separate.

Allow IP Call: (7] P2P IP Prefix: l. |
o LocalContact-NetContact-SIP Display -
Caller Name Priority: |LocaContact NetContac Spay aI-nel:iEmergenc@,r Call Number: [110 | Q—I
Search path: [Loap =] @ LDAP Search: war1[=] @
Caller Display Type: @
IR;.StrICt Active URI Source | | ) Push XML Server: | | @
Enable Pre-Dial: [7] Enable Multi Line: (7]
Line Display Format: wo@siPn [« @ Contact As White List Type: (7]
Block XML When Call: [Enable [+] @ SIP Notify: [Enable [«] @

Call Number Filter: [

Picture 59 - Set up an emergency call number

2) When the phone set the keyboard lock, you can call the emergency call number without unlocking, as

shown in the figure:

return] 123 [oelete] oial |

Picture 60 - Dial the emergency number
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9 Advance Function

9.1 BLF (Busy Lamp Field)

9.1.1 Configure the BLF Functionality

® Page interface: log in the phone page, enter the [Function key] >> [Function key] page, select a
DSS key, set the function key type as memory key, choose subtype among BLF/NEW CALL,
BLF/BXFER, BLF/AXFER, BLF/CONF, set BLF/DTMF value as the number to be subscribed, set
the corresponding SIP line. The pickup number is provided by the server. The specific usage refers

to 8.16 Pick up.
W e [ R

¥ System

» Network Side Dsskey Settings
Dsskey Transfer Mode Make a New Ce ¥ Dsskey Home Page: |[None v
+ Line Apply
Page1 Delete Add New Page
* Phone settings Key Type Name Value Subtype Line PickUp Number Icon Color
F1 [lne v] | 11 | [None v |[ee06@SIP1__ v ]| | [Defautt Green ¥
+ Phonebook F2 [line all [ | [None v |[siP2 v] [Defauit Green v ]
F3 | Memory Key 7] [ | [p607 | [BLEINEW CALL v |[6B08@SIPT v |[8 |_DeTauI[G\een 2l
T F4 [KeyEvent  ¥]| T [ THeadset v ][AUTO il | [Default Green ¥
+ Cal s
o9 F5 [No [ ] [ | [Nene v ][AUTO v] Default Green ¥
F6 [None [ ] [ | [None v |[AUuTO v [Default Green ¥ |
* Function Key F7 None v] [ | [ | [None v |[auTO v] |[Default Green ¥

Picture 61 - Web page configuration BLF function key

® Phone interface: long press a function key to enter the function key Settings interface, or go to the
[Menu] >> [Basic Settings] >> [Keyboard Settings] to enter [Soft function key] to set the settings
interface, set the key function types as memory keys and a subtype of BLF/NEW CALL, BLF/BXFER,
BLF/AXFER, BLF/CONF, BLF/DTMF. The values is the subscription number, and set up

corresponding SIP lines.

Dzskey

= - o)}
return| Left | Right | oKk |

Picture 62 - Phone configuration BLF function key

Table 8 - BLF Function key subtype parameter list

Subtype Standby is described Calling is described
When you press this BLF key while talking to

BLF/NEW Pressing the BLF key while standby to

) i another user, you create a new call along with the
CALL dial the subscriber number.

subscribed number.
BLF/BXFE | Pressing the BLF key while standby to | When you press this BLF key while talking to
R dial the subscriber number. another user, you blind transfer the call to the
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subscribed number.

] ] When you press this BLF key while talking to
BLF/AXFE Pressing the BLF key while standby to

another user, you attendance transfer the call to
R dial the subscriber number.

the subscribed number.

] ) When you press this BLF key while talking to
BLF/Confer | Pressing the BLF key while standby to

) ) another user, you invite the subscriber number to
ence dial the subscriber number.

join the meeting.

_ _ When the BLF key is pressed while talking to
Pressing the BLF key while standby to ]
BLF/DTMF , , another user, the phone automatically sends the
dial the subscriber number. ]
DTMF corresponding to the BLF key number.

9.1.2 Use the BLF Function
The BLF, also known as a "busy light field," notifies the user of the status of the subscribed object and is used
by the server to pick up the call. BLF helps you monitor the other person's status (idle, ringing, talking, off).
BLF function:

® Monitor the status of subscribed phones.

® Call the subscribed number.

® Transfer calls/calls to the subscribed number.

® Pickup incoming calls from subscribed number.

1) Monitors the status of subscribed phones.

Configuration BLF function keys, when the subscription of the number of the state (idle, ringing, talking) is

changed, the LED lights of function key will have corresponding change, see appendix I 6.3 LED to get to
know each other under different status leds.
2) Call the subscribed number.
When the phone is in standby mode, press the configured BLF key to call out the subscribed number.
3) Transfer calls to the subscribed number.
Refer to Table 9.1.1-blf function key subtype parameter list, the BLF key can be used for blind rotation,

attention-rotation and semi-attention-rotation of the current call, and also can invite the subscribed number to
join the call and send DTMF, etc.

4) Pickup incoming calls from subscribed phones.
When configuring BLF function key, configure the pickup number.

When the subscription number telephone rings, refer to appendix I 6.3, BLF LED will turn red at this time. At

this point, press the BLF button to answer the incoming call from the subscribed number.

9.2BLF List

BLF List Key is to put the number to be subscribed into a group on the server side, and the phone uses the
URL of this group to make unified subscription. The specific information, number, name and status of each

number can be resolved based on notify sent from the server. The unoccupied Memory Key is then set as the
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BLF List Key. If the state of the subscription object changes later, the corresponding led light state will be

changed.

Configure BLF List function: log in the phone page, enter the [Line] >> [SIP] >> [Advanced settings] page,

open the BLF List, and configure the BLF List number.

N\

Dusy:

SIP SIP Hotspot Dial Plan Basic Settings RTCP-XR _

. Enable Call Forward on :l Disable Call Forward on No |:
= No Answer: Answer:

Enable Blocking J Disable Blocking Anonymous [

Anonymous Call: Call:
PSR Call Waiting On Code: ] Call Waiting Off Code: [

o RIS B Send Anonymous Off Code:

Code:

SIP Encryption: RTP Encryption(SRTP): Disabled v
+ Ph ttil

one settings Enable Session Timer: Session Timeout: p | second(s)

Enable BLF List: ¢ BLF List Number: (0807500001_1109 | |
+ Phonebook Response Single Codec: BLF Server:

Keep Alive Type: uDP v Keep Alive Interval: Bo ]second(s)
+ Call logs Keep Authentication: Blocking Anonymous Call:

e tE M =1

Picture 63 - Configure the BLF List functionality

Use the BLF List function: when the configuration is completed, the phone will automatically subscribe to the

contents of the BLF List group. Users can monitor, call and transfer the corresponding number by pressing

the BLF List key.

Function Key Settings

Dsskey Transfer Mode  |Make a New Call~ |
Key == Name Value Subtype Line PickUp Number
DSSKey 1| [BFlistkey [=] | | | ] | [callBack | [auTo || |
DSSKey 2  |[Line =] || | ] | [rone | [stP2 = | |
Picture 64 - BLF List number display
9.3 Record

The device supports recording during a call.
9.3.1 Server Record

When using the network server to record, it is necessary to open the recording in the phone web page

[Application] >> [Manage recording]. The type is selected as network, and the address and port of the

recording server are filled in and the voice coding is selected. The web is as follows:
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Record Setting

Enable Record: Cd
Record Type: Network v
Voice Codec: G729 v
Server Address: 172.16.7.11) Server Port: 10000
Apply
Recording List
Index File Name File Size

Delete

Picture 65 - Web server recording

9.3.2 SIP INFO Record

The phone is registered with a server that supports SIP INFO recording. After registering the account, check
the recording module of [Application] >> [Manage recording] to open the recording, and the recording type
is SIP INFO.

Record Setting

Enable Record: )

Record Type: [Sip Info v

Apply

Recording List
Index File Name File Size

Delete

Picture 66 - Web SIP info recording
9.4 Agent

Agent (Agent function) of the phone can be realized: when multiple people use a device for Agent services at
different times, he or she can quickly register his or her SIP account on the same server. The Agent functions
of the phone can be divided into Normal and Hotel Guest. The Hotel Guest mode requires server support.
Normal Mode:

Configure agent function: set a DSSkey as agent, press the function key or enter the [Menu] >>

[Features] >> [Agent] to enter the agent page. The SIP server needs to be configured before the account

can be configured.

Agent

e )

Picture 67 - Configure the agent account in normal mode
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Picture 68 - Configure the proxy account-hotel Guest mode

Table 9 - Agency mode

Parameter Description

Normal mode

Number Set the proxy account number.

User Set the proxy account number to verify the user name.
Password Set the proxy account number to verify the password.
Line Select the SIP line.

CallLog Users can choose to save all types, or delete.

Hotel Guest mode

Number Set the proxy account number.

Password Set the proxy account number to verify the password.
Line Select the SIP line.

CallLog Users can choose to save all types, or delete.

Using agent functions:
1) When he phone has been configured on SIP server, fill in the correct number and user name
password, click login and then the phone can be registered to the SIP server;
2) After registration, click logout and the phone can delete the user name and password, and log out of
the SIP account.
3) Click Unregister and the phone retains the user name and password, and logs out of the SIP

account.

Agent
punber_ CER
Return| 123 [Delete|Logon |
Picture 69 - Agent logon page
9.5 Intercom

When the Intercom is enabled, it can automatically receive calls from the intercom.
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[ I T T

Basic Settings >>

Tone Settings >>
DND Settings >>

Intercom Settings >>

Enable Intercom: i Enable Intercom Mute:

Enable Intercom Tone: # Enable Intercom Barge: <)

*  Phone settings

Redial Settings >>

: Phonebook Resnanse Cade Sattinns >>

Picture 70 - Web Intercom configure

Table 10 - Intercom configure

Parameter Description

When intercom is enabled, the device will accept the incoming call request with a
Enable Intercom SIP header of Alert-Info instruction to automatically answer the call after specific
delay.

Enable Intercom Mute Enable mute mode during the intercom call

Enable Intercom Tone If the incoming call is intercom call, the phone plays the intercom tone

Enable Intercom Barge by selecting it, the phone auto answers the intercom call

Enable Intercom Barge |during a call. If the current call is intercom call, the phone will reject the second

intercom call

9.6 MCAST

This feature allows user to make some kind of broadcast call to people who are in multicast group. User can
configure a multicast DSS Key on the phone, which allows user to send a Real Time Transport Protocol (RTP)
stream to the pre-configured multicast address without involving SIP signaling. You can also configure the
phone to receive an RTP stream from pre-configured multicast listening address without involving SIP

signaling. You can specify up to 10 multicast listening addresses.

TR (T W

MCAST Listening
Priority:
Enable Page Priority:
Enable Prio Chan:

Enable Emer Chan:

* Phone settings

Index/Priority Name Host:port Channel
: ERRERE | @ a
Fhonebook 2 L 1 | | O v]
; — | | 5 7
call logs ! I | B g
S L 1 | | [0 v
Function Key : 1 [ | G a

Picture 71 - Multicast Settings Page
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Table 11 - MCAST Parameters on Web

Parameters

Description

Normal Call Priority

Define the priority of the active call, 1 is the highest priority, 10 is the lowest.

Enable Page Priority

The voice call in progress shall take precedence over all incoming paging calls.

Name Listened multicast server name
Host:port Listened multicast server’s multicast IP address and port.
Multicast:

® Go to web page of [Function Key] >> [Function Key] , select the type to multicast, set the multicast

address, and select the codec.

Click Apply.

Set up the name, host and port of the receiving multicast on the web page of [Phone Settings] >>

[MCAST].

Press the DSSKY of Multicast Key which you set.

Receive end will receive multicast call and play multicast automatically.

9.7 SCA (Shared Call Appearance)

Users need the support of server end to use SCA function.

1) Configure on Phone

® When registering with the BroadSoft server, a Phone can register the account created previously on

multiple terminals.

Line

Register Settings >> Created SCA accounts

123@5P1 [=]

The user name and password of the
primary account created

Line Status: Registered Activate: v
I Username: 123 I Authentication User: 123
Display name: 123 Authentication Password: ssn

Realm: Server Name:

s1p server 1: Broadsoft Server address e

Server Address: 172.16.1.2) Server Address:

Server Port: 5060 Server Port: 5060

Transport Protocol: uoP =] Transport Protocol: uoP =]

Registration Expiration: 3600 second(s) Registration Expiration: 3600 second(s)
Proxy Server Address: Backup Proxy Server Address:

Proxy Server Port: 5060 Backup Proxy Server Port: 5060

Proxy User:

Proxy Password:

Basic Settings >>

Codecs Settings >>

Picture 72 - Register BroadSoft account
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® After the phone set registers with the BroadSoft server, a server type needs to be set. Specifically, log in

to the webpage of the phone set, choose [Line] >> [SIP] >> [Advanced Settings] and set Specific

Server Type to BroadSoft, as shown in the following figure.

SIP Encryption:

Enable Session Timer:
Enable BLF List:
Response Single Codec:
Keep Alive Type:

Keep Authentication:

User Agent:

SIP Version:

Local Port:

Enable user=phone:
Auto TCP:

Enable Rport:

0e
0e
0e
0e
[or [~] @
0e

I | @
[RFc3261 [~] @
5060

O @

O @

¥ @

| @

RTP Encryption(SRTP):
Session Timeout:

BLF List Number:

BLF Server:

Keep Alive Interval:

Blocking Anonymous Call:

Diszbled [~] @

Cl second(s) (7]
I | @

I | @
second(s) @
O e

Specific Server Type:

| BroadSoft [=] @

Anonymous Call Standard:

Ring Type:
Use Tel Call:
Enable PRACK:

Picture 73 - Set BroadSoft server

MHone :I 7]
[Default [+ ] @

Oe
0 e

If a ip phone needs to enable the SCA function. Specifically, log in to the webpage of the phone set,

choose [Line] >> [SIP] >> [Advanced Settings], and select Enable SCA. If SCA is not enabled, the

registered line is the private line.

DNS Mode:

Enable Strict Proxy:

Use Quote in Display
Name:

Sync Clock Time:
Caller ID Header:

Enable Feature Sync:
CallPark Number:
TLS Version:

Enable Click To Talk:
Flash Mode:

Flash Info Content-
Body:

JoinCall Number:
Unregister On Boot:

Enable Register MAC
Header:

PTime(ms):

Session Timer T1:

Session Timer T4:

[+ [-]@
v @

0 e

0 e
[parre-Al~] @

0e

I | @

[Ms10]-] @
]

| Normal_[]

]
O
| Disabled [

00
(500~10000)millisecond @

5000

(2500~60000)millisecond @

n

Enable Long Contact:
Convert URI:

Enable GRUU:

Enable Use Inactive Hold:

Use 182 Response for Call
waiting:

= O
@e

Enable SCA:

Server Expire:

UaCSTA Number:

Enable ChangePort:
Flash Info Content-Type:

PickUp Number:

Intercom Number:

Enable MAC Header:
BLF Dialog Strict Match:

Enable Deal 180:

Session Timer T2:

Picture 74 - Enable SCA

HOO O O

]

[
¥

[
4000

(2000~40000)millisecond @

After an account is configured and successfully registered, you can configure lines whose DSS Key is Shared

Call Appearance on the Function Key page to facilitate viewing the call status of the group. Each line key
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represents a call appearance. Understand the call status by referring to_6.3 Appendix Il -LED .

To facilitate private hold, configure keys whose DSS Key is Private Hold on the Function Key page. Pay

attention that the public hold key is the softkey-hold key during a call.

Function Key Settings

Dsskey Transfer Mode  [Make a New Call |
Apply
Key Type Name Value St Ling PickUp Number
DSS Key 1 KeyEvent  |w] Private Hold || [AUTO
DSS Key 2 Line [=] Mone SIP2 [=]
Apply

Picture 75 - Set Private Hold Function Key

® FEach phone registered with the BroadSoft server should be configured as above, then the SCA function
can be used.

2) LED Status

To facilitate viewing the call status of a group, configure the DSS Key as SCA. The following table describes

the LEDs of lines in different states.

Table 12 - LED Status of SCA

State&Direction Local Remote

Idle Off Off

Seized Steady White Steady red
Progressing (outgoing call) Steady White Steady red
Alerting (incoming call) Fast blinking White Fast blinking White
Active Steady White Steady red

Public Held (hold) Slow blinking White Slow blinking red
Held-private (private hold) Slow blinking yellow Steady red
Bridge-active (Barge-in) Steady White Steady red
Bridge-held Steady White Steady red

3) Shared Call Appearance(SCA)

The following lists a couple of instances to facilitate understanding.

In the following scenarios, the manager and secretary register the same SCA account and the account is
configured based on the preceding steps.

Scenario 1: When this account receives an incoming call, the phone sets of both the manager and the
secretary will receive the call and ring. If the manager is busy, the manager can reject the call and the
manager's phone set stops ringing but the secretary's phone set keeps ringing until the secretary
rejects/answers the call or the call times out.

Scenario 2: When this account receives an incoming call, if the secretary answers the call first and the
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manager is required to answer the call, the secretary can press the Public Hold key to hold this call and notify
the manager. The manager can press the line key corresponding to the SCA to answer the call.

Scenario 3: The manager is in an important call with a customer and needs to leave for a while. If the
manager does not want others to retrieve this call, the manager can press the Private Hold key.

Scenario 4: The manager is in a call with a customer and requires the secretary to join the call to make

records. The secretary can press the corresponding SCA line key to barge in this call.

9.8 Message

9.8.1 SMS

If the service of the line supports the function of the short message, when the other end sends a text
message to the number, the user will receive the notification of the short message and display the icon of the
new SMS on the standby screen interface.

258 LA m|
10:50

1 Miszed Me:ssage

Picture 76 - SMS icon

Send messages:

® (o to [Menu] >> [Message] >> [SMS].

® Users can create new messages, select lines and send numbers.

® After editing is completed, click Send.

View SMS:

® Use the navigation keys to select the standby icon [message]

® After selecting, press the navigation key [OK] to enter the SMS inbox interface.
® Select the unread message and press [OK] to read the unread message.
Reply to SMS:

® Use the navigation keys to select the standby icon [Message].

® After selecting, press the navigation key [OK] to enter the SMS inbox interface.

® Select the message you want to reply to, select Softkey's [Reply], edit it, and click Send.

9.8.2 MWI (Message Waiting Indicator)

If the service of the lines supports voice message feature, when the user is not available to answer the call,
the caller can leave a voice message on the server to the user. User will receive voice message notification

from the server and device will prompt a voice message waiting icon on the standby screen.

255 b
10:52
53 Mizzed Voice Messagels)

cancell | | ok

Picture 77 - New Voice Message Notification
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2o Voice message icon

To listen to a voice message, the user must first configure the voicemail number. After the voicemail number

is configured, the user can retrieve the voicemail of the default line.

When the phone is in the default standby state,

® The Side Key is pre-installed with a voice message shortcut key - [MWI] key.

® Press [MWI] to open the voice message configuration interface, and select the line to be configured by
pressing the up/down navigation buttons.

® Press the [Edit] button to edit the voice message number. When finished, press the [OK] button to save
the configuration.

® In the following picture, “17” in front of the line brackets represents unread voice messages, and “17”
represents the total number of voice messages.

—oice Message
1. 169 [33/153)
2.81P2  (040)

Return] Edit | [ Plav |

Picture 78 - Voice message interface

169
orser R
Return| 135 |oelete| ok |

Picture 79 - Configure voicemail number

9.9 SIP Hotspot

SIP hotspot is a simple but practical function. With simple configurations, the SIP hotspot function can
implement group ringing. SIP accounts can be expanded.

The users can set functions as a SIP hotspot and other phones set (B and C) function as SIP hotspot clients.
When somebody calls phone set A, phone sets A, B, and C all ring at the same time. When any phone set
answers the call, other phone sets stop ringing. The call can be answered by only one phone set. When B or
C initiates a call, the SIP number registered by phone set A is the calling number.

To set a SIP hotspot, register at least one SIP account.
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Line 258@51P1 [+

Register Settings >>

Line Status: Registered Activate: (7]

Username: 258 7] Authentication User: ')
Display name: 228 © Authentication Password: ['7]
Realm: (7] Server Name: ['7)
SIP Server 1: SIP Server 2:

Server Address: 172.16.1.2 © Server Address: ['7]
Server Port: S0e0 7] Server Port: 3060 ©
Transport Protocol: Dp E| L7 Transport Protocol: UDp E| (7]

Registration Expiration: (3600 second(s) @ Registration Expiration: 3600 second(s) @
Proxy Server Address: (7] Backup Proxy Server Address: ')
Proxy Server Port: 5060 © Backup Proxy Server Port: 5060 ['7]
Proxy User: (7]

Proxy Password: (7]

Picture 80 - Register SIP account

Table 13 - SIP hotspot Parameters

Parameters Description

If your phone is set to “SIP hotspot server”, Device Table will display as Client

Device Table which connected to your phone.
If your phone is set to “SIP hotspot client”, Device Table will display as Server
Device Table which you can connect to.

Device Table

SIP hotspot
Enable hotspot Set it to be Enable to enable the feature.

Choose hotspot, phone will be a “SIP hotspot server’; Choose Client, phone will be
a “SIP hotspot Client”

Either the Multicast or Broadcast is ok. If you want to limit the broadcast packets,
Monitor Type you’d better use broadcast. But, if client choose broadcast, the SIP hotspot phone
must be broadcast.

Monitor Address | The address of broadcast, hotspot server and hotspot client must be same.
Remote Port Type the Remote port number.

Mode

Configure SIP hotspot server:
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System

Network

-

Line

Phone settings

Phonebook

Call logs

Function Key

Application

No Registration

SIP Hotspot Settings
Enable Hotspot:
Mode:

Monitor Type:
Monitor Address:
Local Port:
Name:

Ring Mode:

Line Settings
Line 1:
Line 2:

Line 3:

SIP Hotspot

Dial Plan

Enabled ¥
Hotspot ¥

Basic Settings

p24.02.0

[16360

B

IP Hotspot
-1

Enabled ¥
Enabled ¥
Enabled ¥

Picture 81 - SIP hotspot server configuration

Configure SIP hotspot client:

RTCP-XR

To set as a SIP hotspot client, no SIP account needs to be set. The Phone set will automatically obtain and

configure a SIP account. On the SIP Hotspot tab page, set Mode to Client. The values of other options are the

same as those of the hotspot.

Hotspot Table
P

172.16.7.224

SIP Hotspot Settings
Enable Hotspot:
Mode:

Monitor Type:

Monitor Address:

Local Port:
Name:

Line Settings
Line 1:

Line 2:

-
0 (Ctrl) ~
- Connection " P

Server name Online Status Status Alias Line

SIP Hotspot OnLine Connected il v} Disconnect
[Enabled [=] [7]
[cient[=] 7]
|Broadeast [+] (7]
224.0.2.0 L]
[16260 (7]
[s1P Hotspot (%]
[Enabled [+]

Picture 82 - SIP hotspot client configuration

As the hotspot server, the default extension number is 0. When the phone is used as the client, the extension

number is increased from 1, you can view the extension number through the [SIP Hotspot] page.

Call extension number:

® The hotspot server and the client can dial each other through the extension number.

® For example, extension 1 dials extension 0.

57/



L] LANIZER

10 Phone Settings

10.1 Basic Settings

10.1.1 Language

The user can set the phone language through the phone interface and web interface.

® Phone end: After resetting the factory settings, the user needs to set the language; when setting the

language during standby, go to [Menu] >> [Basic] >> [Language] Settings, as shown in the figure.

L anguage

® Enalish H
O fEliE
e o | ox ]

Picture 83 - Phone language setting

® \Web interface: Log in to the phone webpage and set the language in the drop-down box at the top right
corner of the page, as shown in the figure:

SIP Hotspot Dial Plan Basic Settings RTCP-XR

No Registration

SIP Hotspot Settings
Enable Hotspot:
Mode:

Monitor Type:
Monitor Address:
Local Port:

Name:

Enabled ¥
Hotspot ¥
224.0.2.0
6360

IP Hotspot

I

Italiano
Deutsch
Frangais
My
Espairiol
Catala
Euskera
Galego
Tarkge
Slovenian
Ceska
Nederlands
@30f

‘YKpalHCbKa

Picture 84 - Language setting on Web page

Keep Online

® The function box on the right side of the web interface language setting box is “Synchronize language to

phone”; if selected, the phone language will be synchronized with the webpage language. If it is not

selected, it will not be synchronized.

10.1.2 Time & Date

Users can set the phone time through the phone interface and web interface.

® Phone end: When the phone is in the default standby state, press the [Menu] >> [Basic] >> [Time &

Date] , use the up/down navigation button to edit parameters, press the [OK] to save after completion, as

shown in the figure:

Time # Date

SHTF

Return] Left | Risht [ ok |

Picture 85 - Set time & date on phone
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® \Web end: Log in to the phone webpage and enter [Phone Settings] >>

figure:

Network Time Server Settings
Time Synchronized via SNTP Cil
Time Synchronized via DHCP
Time Synchronized via DHCPvE

Primary Time Server p-pool.ntp.org ]

* Phone settings

Secondary Time Server fime.nist.gov ]

[(UTC+8) Beijing,Singapore, Perth,Irkuts ¥ |

o Ise:ondts)

Time zone

» Phonebook Resync Period

Time/Date Format
» Call logs

12-hour clock

[Time/Date] , as shown in the

Time/Date Format DD MMM WW ¥ |[16 AUG FRI

* Function Key

Picture 86 - Set time & date on webpage

Table 14 - Time Settings Parameters

Parameters Description
Auto/Manual
Mode Auto: Enable network time synchronization via SNTP protocol, default
enabled.
Manual: User can modify data manually.
SNTP Server SNTP server address
Time zone Select the time zone
Select time format from one of the followings:
1 JAN, MON
B 1 January, Monday
®  JAN 1, MON
B January 1, Monday
®E  MON, 1 JAN
B Monday, 1 January
Time format m MON, JAN1
B Monday, January 1
®  DD-MM-YY
B  DD-MM-YYYY
®  MM-DD-YY
®  MM-DD-YYYY
®  YY-MM-DD
YYYY-MM-DD
Separator Choose the separator between year and moth and day
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12-Hour Clock Display the clock in 12-hour format

Daylight Saving Time Enable or Disable the Daylight Saving Time

10.1.3 Screen
The user can set the phone screen parameters through both of the phone interface and web interface.

® Phone: When the phone is in the default standby state, go to [Menu] >> [Basic] >> [Screen Settings] to

edit the screen parameters. After editing, click [OK] to save, as shown in the figure:
—=Screen Setting

Return| Left | Fiaht | ok

Picture 87 - Set screen parameters on phone

® \Web : Go to [Phone Settings] >> [Advanced] Advanced, edit the screen parameters, and click Apply to
save.

10.1.3.1 Brightness and backlight

® Set the brightness level in use from 1 to 16, [<] or [>] switch brightness level.

® Set the brightness level in the energy-saving mode from 0 to 16, [<] or [>] switch the brightness level.

® Set the backlight time to 30 seconds by default. You can turn it off or select 15 seconds /30 seconds /45
seconds /60 seconds /90 seconds /120 seconds.
The screen saver can be turned on or off by default.
Web interface: enter [Phone Settings] >> [Advanced], edit screen parameters, and click submit to save.

Screen Configuration

Backlight Active Level: 12 (1~16)
Backlight Inactive Level: 4 (0~16)
Backlight Time: 45 (0~120)5econd(s)
Screensaver Disabled [
| Apply |

Picture 88 - Page screen Settings

10.1.3.2 Screen Saver

® Press [Screen Settings] to find the [Screen protection] button, press [left] / [right] button to open/close
the screen protection, set the timeout time, the default is 15S, after completion, press [OK] button to
save.

® After saving, return to standby mode and enter the screen saver after 15s, as follows:

SIFL(UInK

Picture 89 - Phone screen saver
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10.1.4 Ring

When the device is in the default standby mode,

® Press soft-button [Menul] till you find the [Basic] item.

® Enter [Basic] item till you find [Ring] item.

® Enter [Ring] item and you will find [Headset] or [Handsfree] item, press left / right navigator keys to
adjust the ring volume, save the adjustment by pressing [OK] when done.

® Enter [Ring type] item, press left / right navigator keys to change the ring type, save the adjustment by
pressing [OK] when done.

10.1.5 Voice Volume

When the device is in the default standby mode,

® Press soft-button [Menul] till you find the [Basic] item.

® Enter [Basic] item till you find [Voice Volume] item.

® Enter [Voice Volume] item and you will find [Headset], [Handsfree] and [Headset] item.

® Enter [Headset] or [Handsfree] or [Headset] item, press Left / Right navigator keys to adjust the audio
volume for different mode.

® Save the adjustment by pressing [OK] when done.

10.1.6  Greeting Words

When the device is in the default standby mode,

® Press soft-button [Menu] till you find the [Basic] item.

® Enter [Basic] item till you find [Greeting Words] item.

® Press [OK] to enter the setting interface to edit the Greetings Words.

® Save the adjustment by pressing [OK] when done.

NOTICE! The welcome message can only be displayed in the upper left corner of standby mode when

the default option is disabled.

10.1.7 Reboot

When the device is in the default standby mode,

® Press soft-button [Menu] till you find the [Basic] item.

® Enter [Basic] item till you find [Reboot] item.

® Press [OK] a prompt message, "restart now," prompts the user.

® Press [OK] to restart the phone or [Cancel].
The phone is in standby mode,

® The configurable [OK] key is the restart key. Press [OK], a prompt message, "restart now" prompts the
user.

® Press [OK] to restart the phone or [Cancel] to exit.

10.2 Phone Book

10.2.1 Local Contact
User can save contacts’ information in the phone book and dial the contact’'s phone number(s) from the
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phone book. To open the phone book, user should press soft-menu button [Contact] in the default standby
screen or keypad.

By default the phone book is empty, user may add contact(s) into the phone book manually or from call logs.

Contact

1. Local Contacts
2. Black List
Feturn] up | Down | ok |

Picture 90 - Phone book screen

Note!Phone user account can store contact information, different models and specifications.

—ll Contacts

E-! 1z 1z H
[Feturn|option | Add | Dial |

Picture 91 - Local Phone book

When there are contact records in the phone book, the contact records will be arranged in the alphabet order.
User may browse the contacts with up/down navigator keys. The record indicator tells user which contact is

currently focused. User may check the contact’s information by pressing [OK] button.

10.2.1.1 Add/ Edit / Delete Contact

To add a new contact, user should press [Add] button to open Add Contact screen and enter the contact
information of the followings,

® Contact Name

Tel. Number

Mobile Number

Other Number

Line

Ring Tone

Contact Group

Photo

—#dd Contacts

pene__ I
returr[ 2o Toeieteloc

Picture 92 - Add New Contact

User can edit a contact by pressing [Option] >> [Edit] button.
To delete a contact, user should move the record indicator to the position of the contact to be deleted, press
[Option] >> [Delete] button and confirm with [OK].

10.2.1.2 Add/Edit/ Delete Group

By default, the group list is blank. User can create his/her own groups, edit the group name, add or remove
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contacts in the group, and delete a group.

® To add a group, press [Add Group] button.

® To delete a group, press [Option] >> [Delete] button.
® To edit a group, press [Edit] button.

The Number behind the group name means the total contacts number of selected groups.

—ocal Ccontacts

1. All Contacts (2]
2.1 (m
Return|option| Add | ok |

Picture 93 - Group List

10.2.1.3 Browse and Add / Remove Contacts in Group

User can browse contacts in a group by opening the group in group list with [OK] button.
—ll Contacts

P —

B 135 125

rturn option | pad | Disl |

Picture 94 - Browsing Contacts in a Group

When user is browsing contacts of a group, user can also add contacts in that group by pressing [Add] button
to enter the group contacts management interface, then press [OK] button to save the contact. The contact

will also be added in local phonebook. User can delete contact from group by [Option] >> [Delete].
—hidd Contacts

pene__ I
et 2o Toeietel o

Picture 95 - Add Contacts in a Group

10.2.2 Blacklist
The device Support blacklist, such as the number added to the blacklist, the number of calls directly refused
to the end, the end of the phone shows no incoming calls. (Blacklisted Numbers can be called out normally)
® There are multiple ways to add a number to Blacklist on X210 device. It can be added directly on
[Menu] >> [Contact] >> [Blacklist].
Select any number in the phone book (both local and network) for configuration addition.

® Select any number in the call log for configuration addition.

Elack List

2,135

eturn|option [ add | pial ]

Picture 96 - Add Blacklist

® There are various ways to add number to the blacklist on web page, which can be added in the [Phone
book] >> [Call list] >> [Restricted Incoming Calls].
® Select any number in the phone book (both local and network) for configuration addition.

Select any number in the call log for configuration addition.
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Restricted Incoming Calls

[ Add

[ Delete || Delete all |

al Caller Number Line
= 123 ALL
B 135 ALL

Picture 97 - Web Blacklist

10.2.3 Cloud Phone Book

10.2.3.1 Configure Cloud Phone book

Cloud phonebook allows user to configure the device by downloading a phonebook from a cloud server. This
is convenient for office users to use the phonebook from a single source and save the effort to create and
maintain the contact list individually. It is also a useful tool to synchronize his/her phonebook from a personal
mobile phone to the device with Cloud Phonebook Service and App which is to be provided publicly soon.
NOTICE! The cloud phonebook is ONLY temporarily downloaded to the device each time when it is
opened on the device to ensure the user get the latest phonebook. However, the downloading may
take a couple seconds depending on the network condition. Therefore, it is highly recommended for
the users to save important contacts from cloud to local phonebook for saving download time.

Open cloud phonebook list, press [Menu] >> [PhoneBook] >> [Cloud Contacts] in phonebook screen.
TIPS! The first configuration on cloud phone should be completed on Web page by selecting
[PhoneBook] >> [Cloud Contacts]. The setting of addition/deletion on device could be done after the
first setting on Web page.

loud Contacts

Picture 98 - Cloud phone book list

10.2.3.2 Downloading Cloud Phone book

In cloud phone book screen, user can open a cloud phone book by pressing [OK] / [Enter] button. The device
will start downloading the phone book. The user will be prompted with a warning message if the download
fails,

Once the cloud phone book is downloaded completely, the user can browse the contact list and dial the

contact number same as in local phonebook.

Downloading...

F:etlJr'r|| |I:I|:-ti-:-n | ] 4

Picture 99 - Downloading Cloud Phone book
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Picture 100 - Browsing Contacts in Cloud Phone book

10.3 Call Log

The phone can store the call record (the quantity of storage varies according to different specifications). The
user can press [CallLog] to open the call record and check the records of all incoming calls, outgoing calls
and missed calls.

In the call logs interface, user may browse the call logs with up/down navigator keys.

Each call log record is presented with ‘call type’ and ‘call party number / name’. User can check further call
log detail by pressing [OK] button and dial the number with [Dial] button, or add the call log number to
phonebook with pressing [Option] >> [Add to Contact] .

User can delete a call log by pressing [Delete] button and clear all call logs by pressing [Delete All] button.

fill
5 05 Jul 12:01
2 5554 05 Jul 1201

eturnoption [oelete] Dial |
Picture 101 - Call Log

Users can also filter the call records of specific call types to narrow down the scope of search records, and
select a call record type by left and right navigation keys.

% - Missed Call Log

% - Incoming Call Log

% - Outgoing Call Log

f+ - Forward Call Log

Ot
05 Jul 12:02 I

Picture 102 - Filter call record types

10.4 Function Key

Users can use the page switch key to switch DSS display pages quickly. In addition, the user can also long

press each DSS key to modify the corresponding key Settings.

Dizsles

DR off
[Feturn| Left | Riaht | ok |

Picture 103 - DSS LCD key Page Configuration Screen

The DSS Key could be configured as followings,
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€ Memory Key
B Speed Dial/Intercom/BLF/Presence/Call Park/Call Forward (to someone)

¢ Line

Key Event

®  MWI/DND/Hold/Transfer/Phonebook/Redial/Pickup/Call Forward (to specified line)/Headset/
SMS/Release

DTMF

Action URL

BLF List Key

Multicast

Action URL

XML Browser

Webpage interface: [Function key] >> [Function key].

*

L K R R R R 2

Function Key Settings

Dsskey Transfer Mode  |Make a New Call= |

Apply
Key Type Name Value Subtype Line PickUp Number
DSS Key 1 Line [=] Nane [BESIPL |
DSS Key 2 Line [=] Nane SIF2 [=]
Apply

Picture 104 - DSS settings

Moreover, user also can add the user-defined title for the DSS Keys, which is configured as Memory Key /
Line / URL / Multicast / Prefix.
More detailed information refers to_12.23 Function Key and 6.3 Appendix |ll -LED Definition .

10.5 Headset

10.5.1  Wired Headset

® The device supports wired earphone with RJ9 interface, which can play incoming call sound and talk with
earphone.

® After the phone is connected to the headset, the default DSS key of headset will be green light which
indicating that the headset can be used normally.

® On the webpage [Phone settings] >> [Features], you can set the headset answering function, and the

ring tone for headset.
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Media Settings m Time/Date

| System

Basic Settings >>
: Network

Enable Call Waiting: ’ Enable Call Transfer: @
Semi-Attended Transfer: ¢ Enable 3-way Conference: @
|} Line B
Enable Auto on Hook: ’ Auto HangUp Delay:
guip Deray (0~30)second(s)
Ring From Headset: [Enable v Enable Auto Headset:

* Phone settings

Enable Silent Mode: Disable Mute for Ring:
> Phonebook
Enable Default Line: £ Enable Auto Switch Line:
Default Ext Line: Ban Outgoing:
> Call logs
Hide DTMF: Dwsabled v Enable CallLog: #
Enable Restricted Incoming Enable Allowed Incomin, g &
» Function Key List: List:
E’; ble Restricted Outgoing Enable Country Code:

Picture 105 - Headset function settings

10.5.2 EHS Headset
Phone into [Menu] >> [Function] >> [Advanced], Select [EHS Headset] , can open EHS Headset (default

closed EHS Headset).

EHS
T o)l
Feturn| Left | Riaht | ok |

Picture 106 - EHS Headset setting
10.6 Advanced

10.6.1 Line Configurations

255
roien_ TR
[Feturn| Left | Right | ok |

Picture 107 - SIP address and account information

Save the adjustment by pressing [OK] when done.
Users who want to configure more options should use web management portal to modify or Advanced

Settings in accounts on the individual line to configure those options.

255
2. Advanced n
Feturn] up | Down | ok_|

Picture 108 - Configure Advanced Line Options

10.6.2 Network Settings

10.6.2.1 Network Settings

® [P Mode

There are 3 network protocol mode options, IPv4, IPv6 and IPv4 & IPv6.

User could select available mode via “<” or “>”. The selected IP mode will be activated after pressing [OK]

button.
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2. Pl n
eturn] up | Doun | ok_|

Picture 109 - Network mode Settings

H |Pv4

In IPv4 mode, there are 3 connection mode options: DHCP, PPPoE and Static IP.

e tuork

ction r-1-:u:lr: ﬂ
Feturn] Left | riaht | oK |

Picture 110 - DHCP network mode

When using DHCP mode, phone will get the IP address from DHCP server (router).
® Use DHCP DNS: It is enabled as default. “Enable” means phone will get DNS address from DHCP
server and “disable” means not.
® Use DHCP time: Itis disabled as default. “Enable” to manage the time of get DNS address from

DHCP server and “disable” means not.

tetuork

ection r-1-:--: ﬂ
[eturn| Left | Right | 0K |

Picture 111 - PPPoE network mode

When using PPPoE, phone will get the IP address from PPPoE server.
® Username: PPPoE user name.

® Password: PPPoE password.

tetwork

nection r-1-: n
Return| Left | piaht | ok |

Picture 112 - Static IP network mode

When using Static IP mode, user must configure the IP address manually.
® |P Address: Phone IP address.
® Mask: sub mask of your LAN.
® Gateway: The gateway IP address. Phone could access the other network via it.
® Primary DNS: Primary DNS address. The default is 8.8.8.8, Google DNS server address.
® Secondary DNS: When primary DNS is not available, Secondary DNS will work.
m |Pv6
In IPv6, there are 2 connection mode options, DHCP and Static IP.
® DHCP configuration refers to IPv4 introduction in last page.
@ Static IP configuration is almost same as IPv4’s, except the IPv6 Prefix.

® |Pv6 Prefix: IPv6 prefix, it is similar with mask of IPv4.
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Return| Left | piaht | ok |

Picture 113 - IPv6 Static IP network mode

10.6.2.2 QoS & VLAN

m LLDP

Link Layer Discovery Protocol. LLDP is a vendor independent link layer protocol used by network devices for
advertising their identity, capabilities to neighbors on a LAN segment.

Phone could use LLDP to find the VLAN switch or other VLAN devices and use LLDP learn feature to apply
the VLAN ID from VLAN switch to phone its self.

m CDP

Cisco Discovery Protocol. CDP is a not-for-profit charity that runs the global disclosure system for investors,
companies, cities, states and regions to manage their environmental impacts. According to the CDP, Cisco

devices could share the OS version, IP address, hardware version and so on.

Table 15 - QoS & VLAN

Parameters Description

LLDP setting

Report Enable LLDP

Interval LLDP requests interval time

Learning apply the learned VLAN ID to the phone configuration

QoS

QoS Mode configure SIP DSCP and audio DSCP

WAN VLAN

WAN VLAN WAN port VLAN configuration

LAN VLAN

LAN VLAN LAN port VLAN configuration

CDP

CDP CDP enable/disable, CDP interval time
10.6.2.3 VPN

Virtual Private Network (VPN) is a technology to allow device to create a tunneling connection to a server and
becomes part of the server’s network. The network transmission of the device may be routed through the
VPN server.

For some users, especially enterprise users, a VPN connection might be required to be established before
activate a line registration. The device supports two VPN modes, Layer 2 Transportation Protocol (L2TP) and
OpenVPN.
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The VPN connection must be configured and started (or stopped) from the device web portal.

m L2TP

NOTICE! The device only supports non-encrypted basic authentication and non-encrypted data
tunneling. For users who need data encryption, please use OpenVPN instead.

To establish a L2TP connection, users should log in to the device web portal, open webpage [Network] >>
[VPN]. In VPN Mode, check the “Enable VPN” option and select “L2TP”, then fill in the L2TP server address,
Authentication Username, and Authentication Password in the L2TP section. Press “Apply” then the device
will try to connect to the L2TP server.

When the VPN connection established, the VPN IP Address should be displayed in the VPN status. There
may be the delay of the connection establishment. User may need to refresh the page to update the status.
Once the VPN is configured, the device will try to connect with the VPN automatically when the device boots
up every time until user disable it. Sometimes, if the VPN connection does not establish immediately, user
may try to reboot the device and check if VPN connection established after reboot.

® OpenVPN

To establish an OpenVPN connection, user should get the following authentication and configuration files
from the OpenVPN hosting provider and name them as the following,

OpenVPN Configuration file:  client.ovpn

CA Root Certification: ca.crt
Client Certification: client.crt
Client Key: client.key

User then upload these files to the device in the web page [Network] >> [VPN], select OpenVPN Files. Then
user should check “Enable VPN” and select “OpenVPN” in VPN Mode and click “Apply” to enable OpenVPN
connection.

Same as L2TP connection, the connection will be established every time when system rebooted until user
disable it manually.

10.6.2.4 Web Server Type

Configure the Web Server mode to be HTTP or HTTPS and will be activated after the reboot. Then user could
use http/https protocol to access pone web page.

—eb Server Type

Return| Left | Riaht | ok |

Picture 114 - The phone configures the web server type

10.6.3 Set The Secret Key

When the device is in the default standby mode,

® Select [Menu] >> [Advanced setting], and enter it via [Confirm] or [OK] button.
® As default, the Advance setting password is 123.

® User will see the follow page after menu — Advanced setting — Security.
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Security ——tlenu Password
1. Menu Pazsword
2. Kevboard Passward

Returnl _up ] Down Lo Mreturn] 125 Joelstel ok |

Picture 115 - Keypad lock password

Menu password is the permission for accessing the advanced setting.

® [Current password] is the password user configured before. If no configuration before, the default
password is 123.
[New password] is the new password user to use.
After configuring the menu password, it will work immediately.

Keyboard password is used to unlock the phone once it’s locked.

—+#evboard Paszword

oard Staty[AEldlEN] L3 ﬂ
Feturn] Left | Right | oK |

Picture 116 - Set keyboard lock password

User could only set to enable or disable the keyboard password in LCD screen.

® Enter [Keyboard password] setting by pressing [confirm] or [OK] button after password entered. If no
menu password configuration before, it is 123 as default.

® |f the menu password is correct, phone will go to keyboard password interface. As default, the keyboard
password is disabled. When it is enabled, the keyboard will be locked after timeout.

® |[f user does not configure the keyboard lock time, (itis O as default). Long pressing “#” will lock the phone.
There will be a lock icon in the top of LCD. Phone will reminder “Enter Password” after pressing any

keys.

Enter Passward

L |
Feturn| 123 [oelete] ok
Picture 117 - Phone keypad lock password input interface

Keyboard Lock Settings

Keyboard Password: e
Keyboard Time: 0
Enable Keyboard Lock: v

L Apply |

Picture 118 - Web keyboard lock password Settings

10.6.4 Maintenance
Phone Webpage: Login and go to [System] >> [Auto provision].
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SSiase Ll Auto Provision S =

* System

Basic Settings
CPE Serial Number: 00100400FV020010000000a859f8660a
Authentication Name:

Line L
Authentication Password:

Configuration File Encryption Key:

Phone settings General Configuration File Encryption Key:

il

Download Fail Check Times:
Phonebook Update Contact Interval: (G,>:5]minute{5]
Save Auto Provision Information: (]
Call logs Download CommonConfig enabled: %)
Enable Server Digest: (W]

Function Key
DHCP Option >>

DHCPv6 Option >>

Application

SIP Plug and Play (PnP) >>

Security
Static Provisioning Server >>

Autoprovision Now >>

Device Log
TROG9 >>
Enable TR0O69: (] (]
ACS Server Type: (]
ACS Server URL: (%]
ACS User: °
ACS Password: |:| (7]
Enable TROG2 Warning Tone: ] (7]
TLS Version: (7]
INFORM Sending Period: Beoe Jr1~9999)second(s) ]
STUN Server Address: I:l (7]
STUN Enable: (] (7]

Picture 119 - Page auto provision Settings

LCD: [Menu] >> [Advanced setting] >> [Maintenance] >> [Auto Provision].

—futo Provision
1. IPv4 DHCP Option

2. IPwE OHCP Option

return|up | Doun | ok_]

Picture 120 - Phone auto provision settings

The devices support SIP PnP, DHCP options, Static provision, TR069. If all of the 4 methods are enabled, the
priority from high to low as below:

PNP>DHCP>TR069> Static Provisioning

Transferring protocol: FTP, TFTP, HTTP, HTTPS

Table 16 - Auto Provision

Parameters Description

Basic settings
CPE Serial Number Display the device SN

Authentication Name The user name of provision server

Authentication Password | The password of provision server

Configuration File If the device configuration file is encrypted , user should add the encryption
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Encryption Key

key here

General Configuration File

Encryption Key

If the common configuration file is encrypted, user should add the encryption

key here

Download Fail Check

Times

If there download is failed, phone will retry with the configured times.

Update Contact Interval

Phone will update the phonebook with the configured interval time. If it is O,

the feature is disabled.

Save Auto Provision

Information

Save the HTTP/HTTPS/FTP user name and password. If the provision URL is

kept, the information will be kept.

Download Common

Config enabled

Whether phone will download the common configuration file.

Enable Server Digest

When the feature is enable, if the configuration of server is changed, phone

will download and update.

DHCP Option

Option Value

Confiugre DHCP option, DHCP option supports DHCP custom option | DHCP
option 66 | DHCP option 43, 3 methods to get the provision URL. The default
is Option 66.

Custom Option Value

Custom Option value is allowed from 128 to 254. The option value must be

same as server define.

Enable DHCP Option 120

Use Option120 to get the SIP server address from DHCP server.

SIP Plug and Play (PnP)

Enable SIP PnP

Whether enable PnP or not. If PnP is enable, phone will send a SIP
SUBSCRIBE message with broadcast method. Any server can support the
feature will respond and send a Notify with URL to phone. Phone could get

the configuration file with the URL.

Server Address

Broadcast address. As default, it is 224.0.0.0.

Server Port

PnP port

Transport Protocol

PnP protocol, TCP or UDP.

Update Interval

PnP message interval.

Static Provisioning Server

Server Address

Provisioning server address. Support both IP address and domain address.

Configuration File Name

The configuration file name. If it is empty, phone will request the common file
and device file which is named as its MAC address.

The file name could be a common name, $mac.cfg, $input.cfg. The file format
supports CFG/TXT/XML.

Protocol Type

Transferring protocol type, supports FTP, TFTP, HTTP and HTTPS

Update Interval

Configuration file update interval time. As default it is 1, means phone will

check the update every 1 hour.
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Provision Mode.
Update Mode 1. Disabled.
2. Update after reboot.
3. Update after interval.
TR069
Enable TR069 Enable TRO69 after selection
ACS Server Type There are 2 options Serve type, common and CTC.
ACS Server URL ACS server address
ACS User ACS server username (up to is 59 character)
ACS Password ACS server password (up to is 59 character)
Enable TR069 Warning
Tone If TRO69 is enabled, there will be a prompt tone when connecting.
TLS Version TLS version (TLS 1.0, TLS 1.1, TLS 1.2)
INFORM Sending Period | INFORM signal interval time. It ranges from 1s to 999s
STUN Server Address Configure STUN server address
STUN Enable To enable STUN server for TR069

10.6.5 Firmware Upgrade
® \Web page: Login phone web page, go to [System] >> [Upgrade].

m Sotiausions HderE i
System

H
H

Software upgrade
Network

Current Software Version: 1.0.0
System Image File: || Select | | Upgrade
Upgrade Server
Phone settings Enable Auto Upgrade:
Upgrade Server Addressi:
Phonebook Upgrade Server Address2:
Update Interval: 24 hour
Call logs Apply
Firmware Information
Function Key
Current Software Version: 1.0.0

Picture 121 - Web page firmware upgrade

® | CD interface: go to [Menu] >> [Advanced setting] >> [Firmware Upgrade] .

—Firmware Uparade
Current Wersion
Seruer Wersion

Returnl ] |

Picture 122 - Firmware upgrade information display
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Table 17 - Firmware upgrade

Parameter Description

Upgrade server

Enable automatic upgrade, If there is a new version txt and new
Enable Auto Upgrade software firmware on the server, phone will show a prompt upgrade

message after Update Interval.

Upgrade Server Address1 Set available upgrade server address.
Upgrade Server Address2 Set available upgrade server address.
Update Interval Set Update Interval.

Firmware Information

Current Software Version It will show Current Software Version.

Server Firmware Version It will show Server Firmware Version.

If there is a new version txt and new software firmware on the server,
the page will display version information and upgrade button will

[Upgrade] button ) ]
become available; Click [Upgrade] button to upgrade the new

firmware.

) o When there is a corresponding TXT file and version on the server
New version description ) o ] ) ]
] ) side, the TXT and version information will be displayed under the
information

new version description information.

® The file requested from the server is a TXT file called vendor_model_hw10.txt.Hw followed by the
hardware version number, it will be written as hw10 if no difference on hardware. All Spaces in the
filename are replaced by underline.

® The URL requested by the phone is HTTP:// server address/vendor_Model_hw10
txt: The new version and the requested file should be placed in the download directory of the HTTP

server, as shown in the figure:

s

=R S HEA =S Fors
 fanvil_x6_hwvl 0.t 2018/9/11 17:57 AT 1 KB
|| fanvil x6_hwv_1ixt | 2018/9/11 17:57 AT 1 KB
) fanvil_x6_hwvl 2.txt 2018/9/ 57 AT 1 KB
LA oL 2018/9/11 17:57  SIAITR 1 KB
B x6-6004-P0.12.12-1.6.3-2502T2018-0... |2018/8/21 19:52  WinRAR E453L.. 35,347 KB

TXT file format must be UTF-8

vendor_model_hw10.TXT The file format is as follows:

Version=1.6.3 #Firmware

Firmware=xxx/xxx.z #URL, Relative paths are supported and absolute paths are possible,

distinguished by the presence of protocol headers.
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BuildTime=2018.09.11 20:00
Info=TXT|XML

XXXXX
XXXXX
XXXXX
XXXXX
After the interval of update cycle arrives, if the server has available files and versions, the phone will

prompt as shown below. Click [view] to check the version information and upgrade.

Fanil

n 47

Firmware Upgrade

Picture 123 - Firmware upgrade

10.6.6 Factory Reset

The
)

phone is in default standby mode.
Press [Menu] to find [Advanced Settings], and press [OK].
Press [Advanced Settings] to enter the password (default password is 123) to enter the interface.

Press the [Restore factory Settings] button to select the file to be cleared.

Press [OK] to clear after completion. When you select clear configuration file and clear all, the phone will

restart automatically after clearing.
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11 Web Configurations

11.1 Web Page Authentication

The user can log into the web page of the phone to manage the user's phone information and operate the

phone. Users must provide the correct user name and password to log in.

11.2 System >> Information

User can get the system information of the device in this page including,
B Model
B Hardware Version
B Software Version
B Uptime
And summarization of network status,
Network Mode

B MAC Address
m |P
B Subnet Mask

Default Gateway
Besides, summarization of SIP account status,
m  SIP User
B SIP account status (Registered / Unapplied / Trying / Timeout )

11.3 System >> Account

On this page the user can change the password for the login page.
Users with administrator rights can also add or delete users, manage users, and set permissions and

passwords for new users.

11.4 System >> Configurations

On this page, users with administrator privileges can view, export, or import the phone configuration, or
restore the phone to factory Settings.

B Clear Configurations

Select the module in the configuration file to clear.

SIP: account configuration.

AUTOPROVISION: automatically upgrades the configuration

TR069: TRO69 related configuration

MMI: MMI module, including authentication user information, web access protocol, etc.
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DSS Key: DSS Key configuration

B Clear Data Tables

Select the local data table to be cleared, all selected by default.
B Reset Phone

The phone data will be cleared, including configuration and database tables.

11.5 System >> Upgrade
Upgrade the phone software version, customized ringtone, background, DSS Key icon, etc., can also be
upgraded to delete the file. Ring tone support “.wav” format.

11.6 System >> Auto Provision

The Auto Provision settings help IT manager or service provider to easily deploy and manage the devices in

mass volume. For the detail of Auto Provision, please refer to this link Auto Provision Description

11.7 System >> Tools

Tools provided in this page help users to identify issues at trouble shooting. Please refer to_13 Trouble

Shooting for more detail.
11.8 System >> Reboot Phone

This page can restart the phone.
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12 Network >> Basic

This page allows users to configure network connection types and parameters.

12.1 Network >> Service Port

This page provides settings for Web page login protocol, protocol port settings and RTP port.

Service Port Setti ngso

Web Server Type: HTTE [=] 7]
Web Logon Timeout: 15 (10~30)Minute L)
web auto login: ]

HTTP Port: 80 7]
HTTPS Port: 443 7]
RTP Port Range Start: 10000 7]
RTP Port Quantity : 1000 7]

Apply

Picture 124 - Service Port Settings

Table 18 - Service port

Parameter

Description

Web Server Type

Reboot to take effect after settings. Optionally, the web page login is
HTTP/HTTPS.

Web Logon Timeout

Default as 15 minutes, the timeout will automatically exit the login page, need

to login again.

Web auto login

After the timeout does not need to enter a user name password, will

automatically login to the web page.

HTTP Port

The default is 80. If you want system security, you can set ports other than 80.
Such as :8080, webpage login: HTTP://ip:8080

HTTPS Port

The default is 443, the same as the HTTP port.

RTP Port Range Start

The value range is 1025 to 65535. The value of RTP port starts from the initial

value set. For each call, the value of voice and video port is added 2.

RTP Port Quantity

Number of calls.

12.2 Network >> VPN

Users can configure a VPN connection on this page. See 10.7.2.3 VPN for more details.
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12.3 Network >> Advanced

Advanced network Settings are typically configured by the IT administrator to improve the quality of the

phone service. For configuration, query the_10.7 advanced Settings.

12.4 Line >> SIP

Configure the Line service configuration on this page.

Table 19 - Line configuration on the web page

Parameters Description

Register Settings

Display the current line status at page loading. To get the up to date line status,

Line Status

user has to refresh the page manually.
Activate Whether the service of the line is activated
Username Enter the username of the service account.
Authentication User Enter the authentication user of the service account
Display Name Enter the display name to be sent in a call request.

Authentication Password | Enter the authentication password of the service account

Realm Enter the SIP domain if requested by the service provider
Server Name Input server name.

SIP Server 1

Server Address Enter the IP or FQDN address of the SIP server

Server Port Enter the SIP server port, default is 5060

Transport Protocol Set up the SIP transport line using TCP or UDP or TLS.
Registration Expiration Set SIP expiration date.

SIP Server 2

Server Address Enter the IP or FQDN address of the SIP server

Server Port Enter the SIP server port, default is 5060

Transport Protocol Set up the SIP transport line using TCP or UDP or TLS.
Registration Expiration Set SIP expiration date.

SIP Proxy Server
Enter the IP or FQDN address of the SIP proxy server.

Address

Proxy Server Port Enter the SIP proxy server port, default is 5060.
Proxy User Enter the SIP proxy user.

Proxy Password Enter the SIP proxy password.

Backup Proxy Server

Enter the IP or FQDN address of the backup proxy server.
Address

Backup Proxy Server Enter the backup proxy server port, default is 5060.

80 /



—

Port

Basic Settings

Enable Auto Answering

Enable auto-answering, the incoming calls will be answered automatically after

the delay time

Auto Answering Delay

Set the delay for incoming call before the system automatically answered it

Call Forward

Unconditional

Enable unconditional call forward, all incoming calls will be forwarded to the

number specified in the next field

Call Forward Number for

Unconditional

Set the number of unconditional call forward

Call Forward on Busy

Enable call forward on busy, when the phone is busy, any incoming call will be

forwarded to the number specified in the next field.

Call Forward Number for

Busy

Set the number of call forward on busy .

Call Forward on No

Answer

Enable call forward on no answer, when an incoming call is not answered
within the configured delay time, the call will be forwarded to the number

specified in the next field.

Call Forward Number for

No Answer

Set the number of call forward on no answer.

Call Forward Delay for No
Answer

Set the delay time of not answered call before being forwarded.

Transfer Timeout

Set the timeout of call transfer process.

Conference Type

Set the type of call conference, Local=set up call conference by the device
itself, maximum supports two remote parties, Server=set up call conference by

dialing to a conference room on the server

Server Conference

Number

Set the conference room number when conference type is set to be Server

Subscribe For Voice

Message

Enable the device to subscribe a voice message waiting notification, if
enabled, the device will receive notification from the server if there is voice

message waiting on the server

Voice Message Number

Set the number for retrieving voice message

Voice Message

Subscribe Period

Set the interval of voice message notification subscription

Enable Hotline

Enabling hotline configuration, the device will dial to the specific number
immediately at audio channel opened by off-hook handset or turn on

hands-free speaker or headphone

Hotline Delay

Set the delay for hotline before the system automatically dialed it

Hotline Number

Set the hotline dialing number

Dial Without Registered

Set call out by proxy without registration
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Enable Missed Call Log

If enabled, the phone will save missed calls into the call history record.

DTMF Type

Set the DTMF type to be used for the line

DTMF SIP INFO Mode

Set the SIP INFO mode to send ** and ‘# or ‘10’ and ‘11’

Enable DND

Enable Do-not-disturb, any incoming call to this line will be rejected

automatically

Subscribe For Voice

Enable the device to subscribe a voice message waiting notification, if

enabled, the device will receive notification from the server if there is voice

Message .
message waiting on the server
Use VPN Set the line to use VPN restrict route
Use STUN Set the line to use STUN for NAT traversal

Enable Failback

Whether to switch to the primary server when it is available.

Failback Interval

A Register message is used to periodically detect the time interval for the

availability of the main Proxy.

Signal Failback

Multiple proxy cases, whether to allow the invite/register request to also

execute failback.

Signal Retry Counts

The number of attempts that the SIP Request considers proxy unavailable

under multiple proxy scenarios.

Codecs Settings

Set the priority and availability of the codecs by adding or remove them from
the list.

Video Codecs

Select video code to preview video.

Advanced Settings

Use Feature Code

When this setting is enabled, the features in this section will not be handled by
the device itself but by the server instead. In order to control the enabling of the
features, the device will send feature code to the server by dialing the number

specified in each feature code field.

Enable DND

Set the feature code to dial to the server

Disable DND

Set the feature code to dial to the server

Enable Call Forward

Unconditional

Set the feature code to dial to the server

Disable Call Forward

Unconditional

Set the feature code to dial to the server

Enable Call Forward on

Busy

Set the feature code to dial to the server

Disable Call Forward on

Busy

Set the feature code to dial to the server

Enable Call Forward on

No Answer

Set the feature code to dial to the server

Disable Call Forward on

Set the feature code to dial to the server
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No Answer

Enable Blocking ]
Set the feature code to dial to the server
Anonymous Call

Disable Blocking
Set the feature code to dial to the server
Anonymous Call

Call Waiting On Code Set the feature code to dial to the server

Call Waiting Off Code Set the feature code to dial to the server

Send Anonymous On
Set the feature code to dial to the server

Code

Send Anonymous Off _

Code Set the feature code to dial to the server

SIP Encryption Enable SIP encryption such that SIP transmission will be encrypted

RTP Encryption Enable RTP encryption such that RTP transmission will be encrypted
Set the line to enable call ending by session timer refreshment. The call

Enable Session Timer session will be ended if there is not new session timer event update received
after the timeout period

Session Timeout Set the session timer timeout period

Enable BLF List Enable/Disable BLF List

] BLF List allows one BLF key to monitor the status of a group. Multiple BLF lists
BLF List Number
are supported.

) If setting enabled, the device will use single codec in response to an incoming
Response Single Codec
call request

The registered server will receive the subscription package from ordinary
application of BLF phone.

BLF Server PP P _ o
Please enter the BLF server, if the sever does not support subscription

package, the registered server and subscription server will be separated.

_ Set the line to use dummy UDP or SIP OPTION packet to keep NAT pinhole
Keep Alive Type

opened
Keep Alive Interval Set the keep alive packet transmitting interval
Keep Authentication Keep the authentication parameters from previous authentication

Blocking Anonymous Call | Reject any incoming call without presenting caller ID

User Agent Set the user agent, the default is Model with Software Version.
Specific Server Type Set the line to collaborate with specific server type
SIP Version Set the SIP version

Anonymous Call
Set the standard to be used for anonymous

Standard
Local Port Set the local port
Ring Type Set the ring tone type for the line
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Enable user=phone

Sets user=phone in SIP messages.

Use Tel Call Set use tel call
Using TCP protocol to guarantee usability of transport for SIP messages above
Auto TCP
1500 bytes
Enable Rport Set the line to add rport in SIP headers
Enable PRACK Set the line to support PRACK SIP message
DNS Mode Select DNS mode, A, SRV, NAPTR

Enable Long Contact

Allow more parameters in contact field per RFC 3840

Enable Strict Proxy

Enables the use of strict routing. When the phone receives packets from the

server, it will use the source IP address, not the address in via field.

Convert URI

Convert not digit and alphabet characters to %hh hex code

Use Quote in Display

Whether to add quote in display name.

Name
Enable GRUU Support Globally Routable User-Agent URI (GRUU)
Sync Clock Time Time Sync with server

Enable Inactive Hold

With the post-call hold capture package enabled, you can see that in the
INVITE package, SDP is inactive.

Caller ID Header

Set the Caller ID Header

Use 182 Response for

Call waiting

Set the device to use 182 response code at call waiting response

Enable Feature Sync

Feature Sync with server

Enable SCA

Enable/Disable SCA (Shared Call Appearance )

CallPark Number

Set the CallPark number.

Server Expire

Set the timeout to use the server.

TLS Version Choose TLS Version.

uaCSTA Number Set uaCSTA Number.

Enable Click To Talk With the use of special server, click to call out directly after enabling.
Flash mode Chose Flash mode, normal or SIP info.

Flash Info Content-Type

Set the SIP info content type.

Flash Info Content-Body

Set the SIP info content body.

PickUp Number

Set the scramble number when the Pickup is enabled.

JoinCall Number

Set JoinCall Number.

Intercom Number

Set Intercom Number.

Unregister On Boot

Whether to enable logout function.

Enable MAC Header

When opening the registration, are IP package and user agent with MAC.

Enable Register MAC

Header

When opening the registration, is user agent with MAC.
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BLF Dialog Strict Match

Whether to enable accurate matching of BLF sessions.

PTime(ms)

Set whether to bring ptime field, default no.

SIP Global Settings

Strict Branch

Set up to strictly match the Branch field.

Enable Group

Set open group.

Enable RFC4475

Set to enable RFC4475.

Enable Strict UA Match

Enable strict UA matching.

Registration Failure Retry

Time

Set the registration failure retry time.

Local SIP Port

Modify the phone SIP port.

12.5 Line >> SIP Hotspot

Please refer to 9.9 SIP Hotspot.

12.6 Line >> Dial Plan

Basic Settings

5 = T Y =

Press # to invoke dialing
Dial Fixed Length|11 tto Send
Send after{10 second(s)(3~30)

Press # to Do Blind Transfer

Blind Transfer on Onhook

Attended Transfer on Onhook

Attended Transfer on Conference Onhook

Enable E.164

Apply

Picture 125 - Dial plan settings

Table 20 - Phone 7 dialing methods

Parameters

Description

Press # to invoke dialing

The user dials the other party's number and then adds the # number to

dial out;

Dial Fixed Length

The number entered by the user is automatically dialed out when it

reaches a fixed length

Timeout dial

The system dials automatically after timeout

Press # to Do Blind Transfer

The user enters the number to be transferred and then presses the "#"
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key to transfer the current call to a third party

Blind Transfer on Onhook

After the user enters the number, hang up the handle or turn off the

hands-free function to transfer the current call to a third party.

Attended Transfer on Onhook | of attention

Hang up the handle or press the hands-free button to realize the function

-transfer, which can transfer the current call to a third party.

Attended Transfer on During a three-way call, hang up the handle and the remaining two parties

Conference Onhook

remain on the call.

Enable E.164

Please refer to e. 164 standard specification

Add dialing rules:

Dial Plan Add
Digit Map: (7]
Apply to Call: | outgaing Call [=] (7] g:ﬁ%h = No [=] (7]
Line: SIPDIALPEER. =] @ Destination: ©® Pot °
Alias(Optional): [No Alias [«] @ E:ﬁ?beer' ® Length: °
Suffix: (7]
Add
Dial Plan Option @
[+] [ Delete ][ Modfy |
User-defined Dial Plan Table @
Index Digit Map Call Match to Send Line Alias Type:Number(length) Suffix

Picture 126 - Custom setting of dial - up rules

Table 21 - Dial - up rule configuration table

Parameters Description
There are two types of matching: Full Matching or Prefix Matching. In Full matching,
the entire phone number is entered and then mapped per the Dial Peer rules.

Dial rule In prefix matching, only part of the number is entered followed by T. The mapping with

then take place whenever these digits are dialed. Prefix mode supports a maximum
of 30 digits.

Note: Two different special characters are used.
B x -- Matches any single digit that is dialed.
B []-- Specifies a range of numbers to be matched. It may be a range, a list of ranges separated by

commas, or a list of digits.

Destination Set Destination address. This is for IP direct.
Port Set the Signal port, and the default is 5060 for SIP.
Alias Set the Alias. This is the text to be added, replaced or deleted. It is an optional item.

86 /



L] LANIZER

Note: There are four types of aliases.

B all: xxx — xxx will replace the phone number.

B add: xxx — xxx will be dialed before any phone number.

B del —The characters will be deleted from the phone number.

B rep: xxx — xxx will be substituted for the specified characters.

Suffix Characters to be added at the end of the phone number. It is an optional item.

Lenath Set the number of characters to be deleted. For example, if this is set to 3, the phone
en
9 will delete the first 3 digits of the phone number. It is an optional item.

This feature allows the user to create rules to make dialing easier. There are several different options for dial
rules. The examples below will show how this can be used.

Example 1: All Substitution -- Assume that it can make a direct IP call to IP address 172.168.2.208. Using
this feature, 123 can be substituted for 172.168.2.208.

User-chelined Dial Plan Talsle ﬂ
Index Digik HMap Cal Makbch by S&nd Lime Allas Type:Nu "I'IDEI'-:|EI'it|":. Suffix Media

123 Out Mo SIP DIALPEER(172.16.1.15:5560) Drafault

Picture 127 - Dial rules table (1)

Example 2: Partial Substitution -- To dial a long distance call to Beijing requires dialing area code 010 before
the local phone number. Using this feature 1 can be substituted for 010. For example, to call 62213123 would
only require dialing 162213123 instead of 01062213123.

User-defined Dial Plan Table @
Index Digit Map Call Match to Send Line alias Type:Number{length) Suffix  Media
AT Dt MNo Fanvil@SIP1 rep:010(1) Default

Picture 128 - Dial rules table (2)

Example 3: Addition -- Two examples are shown. In the first case, it is assumed that O must be dialed before
any 11 digit number beginning with 13. In the second case, it is assumed that 0 must be dialed before any 11
digit number beginning with 135, 136, 137, 138, or 139. Two different special characters are used.

x -- Matches any single digit that is dialed.

[1 -- Specifies a range of numbers to be matched. It may be a range, a list of ranges separated by commas, or
a list of digits.

12.7 Line >> Basic Settings

Set up the register global configuration.
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Table 22 - Set the line global configuration on the web page

Parameters Description

STUN Settings

Server Address Set the STUN server address

Server Port Set the STUN server port, default is 3478

Binding Period

Set the STUN binding period which can be used to keep the NAT pinhole opened.

SIP Waiting Time

Set the timeout of STUN binding before sending SIP messages

The TLS authenticatio

n

TLS Certification File

Upload or delete the TLS certification file used for encrypted SIP transmission.

12.8 Phone settings >> Features

Configuration phone featu

res.

Table 23 - General function Settings

Parameters

Description

Basic Settings

Enable Call Waiting

Enable this setting to allow user to take second incoming call during an

established call. Default enabled.

Enable Call Transfer

Enable Call Transfer.

Semi-Attended Transfer

Enable Semi-Attended Transfer by selecting it

Enable 3-Way Conference | Enable 3-way conference by selecting it

Enable Auto Onhook

The phone will hang up and return to the idle automatically at hands-free

mode

Auto Onhook Time

Specify Auto Onhook time, the phone will hang up and return to the idle

tone Auto Onhook time at handset mode

automatically after Auto Hand down time at hands-free mode, and play dial

Ring for Headset

Enable Ring for Handset by selecting it, the phone plays ring tone from

handset.

Auto Headset

line key to answer a call with the headset automatically.

Enable this feature, headset plugged in the phone, user press ‘answer’ key or

Enable Silent Mode

use the volume keys and mute key to unmute.

When enabled, the phone is muted, there is no ringing when calls, you can

Disable Mute for Ring

When it is enabled, you can’t mute the phone

Enable Default Line

If enabled, user can assign default SIP line for dialing out rather than SIP1.

Enable Auto Switch Line

Enable phone to select an available SIP line as default automatically

Default Ext Line

Select the default line to use for outgoing calls
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Ban Outgoing

If you select Ban Outgoing to enable it, and you cannot dial out any number.

Hide DTMF

Configure the hide DTMF mode.

Enable CallLog

Select whether to save the call log.

Enable Restricted Incoming
List

Whether to enable restricted call list.

Enable Allowed Incoming
List

Whether to enable the allowed call list.

Enable Restricted Outgoing
List

Whether to enable the restricted allocation list.

Enable Country Code

Whether the country code is enabled.

Country Code

Fill in the country code.

Area Code

Fill in the area code.

Enable Number Privacy

Whether to enable number privacy.

Match Direction

Matching direction, there are two kinds of rules from right to left and from left

to right.

Start Position

Open number privacy after the start of the hidden location.

Hide Digits Turn on number privacy to hide the number of digits.
Allow IP Call If enabled, user can dial out with IP address
P2P IP Prefix Prefix a point-to-point IP call.

Caller Name Priority

Change caller ID display priority.

Emergency Call Number

Set Emergency Call Number

Search path

Select the search path.

LDAP Search

Select from with one LDAP for search

Emergency Call Number

Configure the Emergency Call Number. Despite the keyboard is locked, you

can dial the emergency call number

Restrict Active URI Source
IP

Set the device to accept Active URI command from specific IP address.

Push XML Server

Configure the Push XML Server, when phone receives request, it will
determine whether to display corresponding content on the phone which sent

by the specified server or not.

Enable Pre-Dial

Disable this feature, user enter number will open  audio channel
automatically.

Enable the feature, user enter the number without opening audio channel.

Enable Multi Line

If enabled, up to 10 simultaneous calls can exist on the phone, and if

disabled, up to 2 simultaneous calls can exist on the phone.

Line Display Format

Custom line format: SIPn/SIPn: xxx/xxx@SIPn

Contact As White List Type

NONE/BOTH/DND White List/FWD White List
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Block XML When Call

Disable XML push on call.

SIP notify

When enabled, the phone displays the information when it receives the

relevant notify content.

Tone Settings

Enable Holding Tone

When turned on, a tone plays when the call is held

Enable Call Waiting Tone

When turned on, a tone plays when call waiting

Play Dialing DTMF Tone

Play DTMF tone on the device when user pressed a phone digits at dialing,

default enabled.

Play Talking DTMF Tone

Play DTMF tone on the device when user pressed a phone digits during

taking, default enabled.

DND Settings

DND Option

Select to take effect on the line or on the phone or close.

Enable DND Timer

Enable DND Timer, If enabled, the DND is automatically turned on from the

start time to the off time.

DND Start Time

Set DND Start Time

DND End Time

Set DND End Time

Intercom Settings

Enable Intercom

When intercom is enabled, the device will accept the incoming call request
with a SIP header of Alert-Info instruction to automatically answer the call

after specific delay.

Enable Intercom Mute

Enable mute mode during the intercom call

Enable Intercom Tone

If the incoming call is intercom call, the phone plays the intercom tone

Enable Intercom Barge

Enable Intercom Barge by selecting it, the phone auto answers the intercom
call during a call. If the current call is intercom call, the phone will reject the

second intercom call

Response Code Settings

DND Response Code

Set the SIP response code on call rejection on DND

Busy Response Code

Set the SIP response code on line busy

Reject Response Code

Set the SIP response code on call rejection

Password Dial Settings

Enable Password Dial

Enable Password Dial by selecting it, When number entered is beginning
with the password prefix, the following N numbers after the password prefix
will be hidden as *, N stand for the value which you enter in the Password
Length field. For example: you set the password prefix is 3, enter the
Password Length is 2, then you enter the number 34567, it will display 3**67

on the phone.

Encryption Number Length

Configure the Encryption Number length

Password Dial Prefix

Configure the prefix of the password call number
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Power LED
Standby power lamp state, off when off, open is always bright red. Off by
Common
default.
The status of power lamp when there is unread short message/voice
SMS/MWI _ _ _
message, including off/on/slow flash/quick flash, default slow flash.
Missed The state of the power lamp when there is a missed call, including off/on/slow
isse
flash/quick flash, the default slow flash.
In the talk/dial state, the power lamp state, off is off, on is always red bright,
Talk/Dial
the default is off.
Ringi Power lamp status when there is an incoming call, including off/on/slow
ingin
9ng flash/quick flash, default flash.
Mut Power lamp status in mute mode, including off/on/slow flash/quick flash, off
ute
by default.
The power lamp state, including off/on/slow flash/quick flash, is turned off by
Hold/Held

default when left/retained.

Notification Popups

Display Missed Call Popup

No incoming call popup prompt after opening, no popup prompt when

closing, open by default.

Display MWI Popup

Voice message popup prompt is not answered after opening, and it is opened

by default if there is no popup prompt when closing.

Display Device Connect

Popup

There is a popup prompt when the WIFI| adapter is connected. There is no

popup prompt when the WIFI adapter is closed. It is on by default.

Display SMS Popup

There is popup prompt for unread messages after opening, and there is no

popup prompt when closing. It is opened by default.

Display Other Popup

When the handle is not hung back after opening, registration fails, IP
acquisition fails, Tr069 connection fails and other abnormalities, there will be
popup prompt when it is opened; otherwise, there will be no prompt when it is

closed, and it will be opened by default.

12.9 Phone settings >> Media Settings

Change voice Settings.

Table 24 - Voice settings

Parameters Description
Select enable or disable voice encoding:

Codecs Settings G.711A/U, G.722, G.729, G.726-16, G726-24, G726-32, G.726-40, ILBC,
Opus
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Audio Settings

Handset Volume Set the Handset volume, the value must be 1~9

) Configure default ringtones. If no special ringtone is set for the phone
Default Ring Type
number, the default ringtone will be used.

Speakerphone Volume Set the hands-free volume to 1-9.
Headset Ring Volume Set the volume of the earphone ringtone to 1~9.
Headset Volume Set the volume of the headset to 1~9.

Speakerphone Ring Volume | Set the volume of hands-free ringtone to 1~9.

G.723.1 Bit Rate 5.3kb/s or 6.3kb/s is available.

DTMF Payload Type Enter the DTMF payload type, the value must be 96~127.

AMR Payload Type Set AMR load type, range 96~127.

Headset Mic Gain Set the earphone's radio volume gain to fit different models of earphones.
Opus playload type Set Opus load type, range 96~127.

OPUS Sample Rate Set Opus sampling rate, including opus-nb (8KHz) and opus-wb (16KHz).
ILBC Payload Type Set the ILBC Payload Type, the value must be 96~127.

ILBC Payload Length Set the ILBC Payload Length

When there is a new voice message message, the phone will start a
Enable MWI Tone o
special dial tone.

Enable VAD Whether voice activity detection is enabled.
Onhook Time Configure a minimum response time, which defaults to 200ms
EHS Type EHS headset is available after enabling.
RTP Control Protocol(RTCP) Settings

CNAME user Set CNAME user

CNAME host Set CNAME host

RTP Settings

RTP keep alive Hold the call and send the packet after 30s
Alert Info Ring Settings

Value Set the value to specify the ring type.

Ring Type Type1-Type9

1210 Phone settings >> MCAST

This feature allows user to make some kind of broadcast call to people who are in multicast group. User can
configure a multicast DSS Key on the phone, which allows user to send a Real Time Transport Protocol (RTP)
stream to the pre-configured multicast address without involving SIP signaling. You can also configure the
phone to receive an RTP stream from pre-configured multicast listening address without involving SIP

signaling. You can specify up to 10 multicast listening addresses.
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Table 25 - Multicast parameters

Parameters

Description

Normal Call Priority

Define the priority of the active call, 1 is the highest priority, 10 is the lowest.

Enable Page Priority

The voice call in progress shall take precedence over all incoming paging calls.

Name

Listened multicast server name

Host: port

Listened multicast server’s multicast IP address and port.

12.11 Phone settings >> Action

Action URL

Note! Action urls are used for IPPBX systems to submit phone events. Please refer to manufacturer
Action URL for details.

12.12 Phone settings >> Time/Date

The user can configure the time Settings of the phone on this page.

Table 26 - Time&Date settings

Parameters

Description

Network Time Server Settings

Time Synchronized via SNTP

Enable time-sync through SNTP protocol

Time Synchronized via DHCP

Enable time-sync through DHCP protocol

Primary Time Server

Set primary time server address

Secondary Time Server

Set secondary time server address, when primary server is not
reachable, the device will try to connect to secondary time server to get

time synchronization.

Time Zone

Select the time zone

Resync Period

Time of re-synchronization with time server

12-Hour Clock

Set the time display in 12-hour mode

Date Format

Select the time/date display format

Daylight Saving Time Settings

Choose your local, phone will set daylight saving time automatically

Local

based on the local

Choose DST Set Type, if Manual, you need to set the start time and end
DST Set Type _

time.

] Daylight saving time rules are based on specific dates or relative rule

Fixed Type ) ) ) ) )

dates for conversion. Display in read-only mode in automatic mode.
Offset The offset minutes when DST started
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Month Start The DST start month
Week Start The DST start week
Weekday Start The DST start weekday
Hour Start The DST start hour
Minute Start The DST start minute
Month End The DST end month
Week End The DST end week
Weekday End The DST end weekday
Hour End The DST end hour
Minute End The DST end minute
Manual Time Settings You can set your time manually

12.13 Phone settings >> Tone

This page allows users to configure a phone prompt.

You can either select the country area or customize the area. If the area is selected, it will bring out the

following information directly. If you choose to customize the area, you can modify the button tone, call back

tone and other information.

Tone Settings
Select Your Tone:
Dial Tone:
Ring Back Tone:
Busy Tone:
Congestion Tone:
Call waiting Tone:
Holding Tone:
Error Tone:
Stutter Tone:
Information Tone:
Dial Recall Tone:
Measage Tone:
Howler Tone:
MNumber Uncbtainable Tone:
Warning Tone:
Record Tone:

Auto Answer Tone:

[United States

1@

| @

| @

| @

| @

| @

| @

| @

| @

| @

| @

| @

| @

| @

| @

| @

| @

Picture 129 - Tone settings on the web

12.14 Phone settings >> Advanced

User can configure the advanced
® Screen Configuration.

B Enable Energy Saving

configuration settings in this page.
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B Backlight Time
® | CD Menu Password Settings.
The password is 123 by default.
® Keyboard Lock Settings.
® Configure Greeting Words
The greeting message will display on the top left corner of the LCD when the device is idle, which is limited to
16 characters. The default chars are VOIP PHONE'.

12.15 Phonebook >> Contact

User can add, delete, or edit contacts in the phonebook in this page. User can browse the phonebook and
sorting it by name, phones, or filter them out by group.

To add a new contact, user should enter contact’s information and press “Add” button to add it.

To edit a contact, click on the checkbox in front of the contact, the contact information will be copied to the
contact edit boxes, press “Modify” button after finished editing.

To delete one or multiple contacts, check on the checkbox in front of the contacts wished to be deleted and
click the “Delete” button, or click the “Clear” button with selecting any contacts to clear the phonebook.
User can also add multiple contacts into a group by selecting the group in the dropdown options in front of
“Add to Group” button at the bottom of the contact list, selecting contacts with checkbox and click “Add to
Group” to add selected contacts into the group.

Similarly, user can select multiple users and add them into blacklist by click “Add to Blacklist” button.

12.16 Phonebook >> Cloud phonebook

Cloud Phonebook
User can configure up to 8 cloud phonebooks. Each cloud phonebook must be configured with an URL where
an XML phonebook is stored. The URL may be based on HTTP/HTTPs or FTP protocol with or without
authentication. If authentication is required, user must configure the username and password.
To configure a cloud phonebook, the following information should be entered,
0 Phonebook name (must)
0 Phonebook URL (must)
0  Access username (optional)
0  Access password (optional)
LDAP Settings
The cloud phonebook allows user to retrieve contact list from a LDAP Server through LDAP protocols.
User must configure the LDAP Server information and Search Base to be able to use it on the device. If the
LDAP server requests an authentication, user should also provide username and password.
To configure a LDAP phonebook, the following information should be entered,
0 Display Title (must)
LDAP Server Address (must)
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[0 LDAP Server Port (must)
Search Base (must)
[0  Access username (optional)
[0  Access password (optional)
Note! Refer to the LDAP technical documentation before creating the LDAP phonebook and
phonebook server.
Web page preview
Phone page supports preview of Internet phone directory and contacts
® After setting up the XML Voip directory or LDAP,
® Select [Phone book] >> [Cloud phone book] >> [Cloud phone book] to select the type.
® Click the set XML/LDAP to download the contact for browsing.

. e — _

> system

Cloud phonebook

* Network XML v ][ XML1 | [XML2 | [ XML3 | [ XML2 | [BACK |

* Line
Add to phonebook || Add to Blacklist || Add to Whitelist Previous |Page: [ ¥ Next

» Phone settings

Index
10 ¥ | Entries per page

>
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Calling Search
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o o Authentication Name Authentication Password
ine Line

Index Cloud phonebook name Cloud phonebook URL
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[
[
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Picture 130 - Web cloud phone book Settings
12.17 Phonebook >> Call List

B Restricted Incoming Calls:

It is similar like a blacklist. Add the number to the blacklist, and the user will no longer receive calls from the
stored number until the user removes it from the list.

Users can add specific Numbers to the blacklist or add specific prefixes to the blacklist to block calls with all
Numbers with this prefix.

B Allowed Incoming Calls:

When DND is enabled, the incoming call number can still be called.

B Restricted Outgoing Calls:

Adds a number that restricts outgoing calls and cannot be called until the number is removed from the table.

12.18 Phonebook >> Web Dial

Use web pages for call, reply, and hang up operations.
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12.19 Phonebook >> Advanced

Users can export the local phone book in XML, CSV, and VCF format and save it on the local computer.

Users can also import contacts into the phone book in XML, CSV, and VCF formats.

Attention! If the user imports the same phone book repeatedly, the same contact will be ignored. If

the name is the same but the number is different, the contact is created again.

Users can delete groups or add new groups on this page. Deleting a contact group does not delete contacts

in that group.

12.20 Call Log

The user can browse the complete call record in this page. The call record can be sorted by time. Call number,

contact name or line, and the call record can be screened by call record type (incoming call, outgoing call,

missed call, forward call).

The user can also save the number in the call record to his/her phone book or add it to the blacklist/whitelist.

Users can also dial the web page by clicking on the number in the call log.

Users can also download call records conditionally and save them locally.

12.21 Function Key >> Function Key

One-key transfer Settings: establish new call, blind transfer, attention-transfer, one-key three-party, Play

DTMF.

The device provides 2 user-defined shortcuts that users can configure on a web page.

Table 27 - Function Key configuration

Parameters

Description

Memory Key

BLF (NEW CALL/BXFE /AXFER): It is used to prompt user the state of the subscribe
extension, and it can also pick up the subscribed number, which help user monitor the
state of subscribe extension (idle, ringing, a call). There are 3 types for one-touch BLF
transfer method.

p.s. User should enter the pick-up number for specific BLF key to fulfill the pick-up
operation.

Presence: Compared to BLF, the Presence is also able to view whether the user is
online.

Note: You cannot subscribe the same number for BLF and Presence at the same time
Speed Dial: You can call the number directly which you set. This feature is convenient for
you to dial the number which you frequently dialed.

Intercom: This feature allows the operator or the secretary to connect the phone quickly;

it is widely used in office environments.

Line

It can be configured as a Line Key. User is able to make a call by pressing Line Key.
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Key Event User can select a key event as a shortcut to trigger.
For example: MWI / DND / Release / Headset / Hold / etc.

DTMF It allows user to dial or edit dial number easily.

URL Open the specific URL directly.

Multicast Configure the multicast address and audio codec. User presses the key to initiate the
multicast.

Action URL The user can use a specific URL to make basic calls to the phone.

XML browser Users can set the DSS Key for specific URL download and other operations.

12.22 Function Key >> Softkey

The User Settings mode and display style, display page.

Table 28 - Softkey configuration

Parameter Description

Softkey Mode

Softkey mode Disabled and More, Default is Disabled

Softkey Style

Softkey display style | Softkey Exit on Left or Right

Screen
Redial/2aB/Delete/Exit/Call Back/Dial/Join/MWI/Local

Call Dialer Contacts/Pickup/CallLog/Missed/Clear/In/Dialed/Pause/Next line/Prev
line/Headset/Audio/Video/Remote XML/DSS Key

Conference Hold/Split/End/Release/Mute/DSS Key/Headset
CallLog/Menu/Local Contacts/DND/Prev Account/Next Account/Blacklist/Call

Deskiop Back/CallForward/Locked/Memo/
Missed/MWI/Dialed/Reboot/Redial/Remote XML/SMS/
Headset/Status/DSS Key/In
Redial/2aB/Delete/Exit/Forward/Local Contacts/CallLog

Divert Dialed /Clear/Missed/Dialed/Headset/Video/Audio/Remote XML
/DSS Key

Ending Redial/End/Headset/Release/DSS Key

Predictive Dialer

Dial/2aB/Delete/Exit/Call Back/Local Contacts/Redial
/Pickup/MWI/Join/CallLog/Release/Missed/Pause/Dialed/
Headset/Video/Audio/Remote XML/DSS Key/In/Next line

/Prev line

Ringing

Answer/Forward/Reject/Mute/Release/Headset/Video/Audio/DSS key

Talking

Hold/Transfer/Conference/End/Mute/Release/New Call/
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Local Contacts/Listen/CallLog/Next call/Prev call/
Private/Headset/Video/Audio/DSS Key

Transfer Alerting End/Transfer/Headset/Release/DSS Key
Redial/Delete/Exit/2aB/Dial/Local Contacts/Transfer/

Transfer Dialer CallLog/Clear/Missed/Dialed/Pause/Headset/Video/Audio/Remote XML/DSS
Key

Trying End/Release/Headset/DSS Key

Hold/Transfer/Conference/End/Answer/Forward/Mute/Next call/New call/Prev
Waiting call/Reject/Release/Headset/Listen/
Video/Audio/DSS Key

12.23 Function Key >> Advanced

One key transfer: for example, set the memory key 4370. Press the memory key when talking with 4374 to
decide whether to call 4370 or transfer 4374 to 4370.

Select memory key function: for example, the phone set the memory key value to 4370. When 4370 calls,
press this key to hold the call or hang up.

B Global Key Settings

Global Key Settings

Select MemoryKey Action: None |=| @
Picture 131 - Global Key Settings

B Programmable key Settings

Please refer to the Table 25 Softkey configuration

12.24 Application >> Manage Recording

See 9.3 Record for details of recording.

12.25 Security >> Web Filter

The user can set up a configuration management phone that allows only machines with a certain network

segment IP access.

99 /



L] LANIZER

‘ Web Filter Trust Certificates || Device Certificates _

» System

Web Filter Table
* Network

Start IP Address End IP Address Option
Line Web Filter Table Settings
> Phone settings startPAddress [ ] EndIPAddress [ ] Add
Web Filter Setting
* Phonebook
Enable Web Filter Apply

# Call logs

» Function Key
+ Application

*  Security
Picture 132 - Web Filter settings

Web Filter Table @

Start IP Address End TP Address Dption
Mot

192.168.1.1 192.168.254.254 ‘

L | L Delete

Picture 133 - Web Filter Table

Adding and removing IP segments are accessible. Configure the starting IP address within the start IP, end
the IP address within the end IP, and click [Add] to submit to take effect. A large network segment can be set,
or it can be divided into several network segments to add. If the user wants to delete, select the initial IP of
the network segment to be deleted from the drop-down menu, and then click [Delete] to take effect.

Enable web page filtering: configure enable/disable web page access filtering; Click the "apply" button to take
effect.

Note: if the device you are accessing is in the same network segment as the phone, please do not configure
the filter segment of the web page to be outside your own network segment, otherwise you will not be able to
log in the web page.

12.26 Security >> Trust Certificates

Set whether to open license certificate and general name validation, select certificate module.

You can upload and delete uploaded certificates.
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: System

Permission Certificate

* Network
Permission Certificate
Common Name Validation
Certificate mode

* Phone settings

> Phonebook
Import Certificates

¢ Call logs Load Server File || Select H Upload

Certificates List

* Function Key

Index File Name Issued To Issued By Expiration File Size

* Security

Picture 134 - Certificate of settings

12.27 Security >> Device Certificates

Select the device certificate as the default and custom certificate.

You can upload and delete uploaded certificates.

Device Certificates @

Device Certificates Default Certificates = (existence)

Default Certificates

Custom Certificates

Import Certificates @

Load Server File |[ Select || Upload |

Certification File @

File Name Issued To Issued By Expiration File Size

Picture 135 - Device certificate setting

101 /



L] LANIZER

12.28 Security >> Firewall

: System

* Network

+ Line

* Phone settings

* Phonebook

+ Call logs

* Function Key

+ Application

*  Security

‘T Trust Certificates I Device Certlﬂcates

Firewall _

Firewall Type
Enable Input Rules: Enable Output Rules:
Apply
Firewall Input Rule Table
Index Deny/Permit Protocol Src Address Src Mask Src Port Range  Dst Address Dst Mask Dst Port Range
Firewall Output Rule Table
Index Deny/Permit Protocol Src Address Src Mask Src Port Range  Dst Address Dst Mask Dst Port Range

Firewall Settings

Input/Output [input_v Src Address Dst Address

Deny/Permit [Deny v | Src Mask \ Dst Mask \ Add

Protocol upp_ ¥ Src Port Range H—L‘i Dst Port Range 7—7

Rule NDelate Ontinn

Picture 136 - Network firewall Settings

The user can set whether to enable the input through this page, output firewall and set the firewall input and

output rules. Using these Settings can prevent some malicious network access, or restrict internal users

access to some resources of the external network, which can improve security.

Firewall rule set is a simple firewall module. This feature supports two types of rules: input rules and output

rules. Each rule is assigned an ordinal number, allowing up to 10 for each rule.

Considering the complexity of firewall Settings, the following is an example to illustrate:

Table 29 - Network Firewall

Parameter

Description

Enable Input Rules

Indicates that the input rule application is enabled.

Enable Output Rules Indicates that the output rule application is enabled.

Input/Output To select whether the currently added rule is an input or output rule.
Deny/Permit To select whether the current rule configuration is disabled or allowed;
Protocol There are four types of filtering protocols: TCP | UDP | ICMP | IP.

Src Port Range

Filter port range

Source address can be host address, network address, or all addresses

Src Address 0.0.0.0; It can also be a network address similar to *.*.*.0, such as:
192.168.1.0.
The destination address can be either the specific IP address or the full
Dst Address address 0.0.0.0; It can also be a network address similar to *.*.*.0, such as:
192.168.1.0.
Is the source address mask. When configured as 255.255.255.255, it means
Src Mask that the host is specific. When set as 255.255.255.0, it means that a network

segment is filtered.
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Is the destination address mask. When configured as 255.255.255.255, it
Dst Mask means the specific host. When set as 255.255.255.0, it means that a network

segment is filtered.

After setting, click [Add] and a new item will be added in the firewall input rule, as shown in the figure below:

Firewall Input Rule Table @
Index Deny/Permit Protocol Src Address Src Mask Src Port Range  Dst Address Dst Mask Dst Port Range

deny udp 192.168.1.0 192.168.1.154 0-9 255.255.255.0 255.255.255.0 0-9

Picture 137 - Firewall Input rule table

Then select and click the button [Apply].
In this way, when the device is running: ping 192.168.1.118, the packet cannot be sent to 192.168.1.118
because the output rule is forbidden. However, the other IP of the ping 192.168.1.0 network segment can still

receive the response packet from the destination host normally.

Rule Delete Option @

Input/Qutput Input v Index To Be Deleted Delete

Picture 138 - Delete firewall rules

Select the list you want to delete and click [Delete] to delete the selected list.

12.29 Device Log >> Device Log

You can grab the device log, and when you encounter an abnormal problem, you can send the log to the
technician to locate the problem. See 13.6 Get log information.
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13 Trouble Shooting

When the phone is not in normal use, the user can try the following methods to restore normal operation of
the phone or collect relevant information and send a problem report to manufacturer technical support
mailbox.

13.1 Get Device System Information

Users can get information by pressing the [Menu] >> [Status] option in the phone.The following information
will be provided:
The network information

Equipment information (model, software and hardware version), etc.

13.2 Reboot Device

Users can reboot the device from soft-menu, [Menu] >> [Basic] >> [Reboot System], and confirm the action

by [OK]. Or, simply remove the power supply and restore it again.

13.3 Reset Device to Factory Default

Resetting Device to Factory Default will erase all the user’s configuration, preference, database and profiles
on the device and restore the device back to the state as factory default.

To perform a factory default reset, user should press [Menu] >> [Advanced] , and then input the password to
enter the interface. Then choose [Factory Reset] and press [Enter], and confirm the action by [OK]. The

device will be rebooted into a clean factory default state.

13.4 Screenshot

If there is a problem with the phone, the screenshot can help the technician locate the function and identify
the problem. In order to obtain screen shots, log in the phone webpage [System] >> [Tools], and you can
capture the pictures of the main screen and the secondary screen (you can capture them in the interface with
problems).

N\ | voen | sceome | comprators | vpasie || e v [[RS o

Syslog

+ Network

Enable Syslog:

Server Address p.o.0.0

+ Line
Server Port: B4

APP Log Level: Information
* Phone settings Export Log:

Apply

+ Phonebook

Web Capture

+ call logs Start stop

* Function Key Main Scraen: Save BMP

Picture 139 - Screenshot
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13.5 Network Packets Capture

Sometimes it is helpful to dump the network packets of the device for issue identification. To get the packets
dump of the device, user needs to log in the device web portal, open page [System] >> [Tools] and click
[Start] in “Network Packets Capture” section. A pop-up message will be prompt to ask user to save the
capture file. User then should perform the relevant operations such as activating/deactivating line or making
phone calls and click [Stop] button in the web page when operation finished. The network packets of the
device during the period have been dumped to the saved file.

*  System

& ##7E - Google Chrome — o P9
Syslog ® 172.16.7.110/cgi-bin/WebCapture?type=Start
» Network
Enable Syslog:
Server Address: 0.0.0.0
+ Line
Server Port: B14
APP Log Level; Information v
s Phone settings .
Apply
* Phonebook
Web Capture
» Calllogs [ san ] stop
Screenshot
| mERE Main Screen: Save BMP
= 2019816 11-1._pcap
» Application Watch Dog & 2 peap ST X
Enable Watch Dog: -
3 Security Apply

Picture 140 - Web capture
User may examine the packets with a packet analyzer or send it to manufacturer support mailbox.

13.6 Get Log Information

Log information is helpful when encountering an exception problem. In order to get the log information of the
phone, the user can log in the phone web page, open the page [Device log], click the [Start] button, follow
the steps of the problem until the problem appears, and then click the [End] button, [Save] to local analysis or

send the log to the technician to locate the problem.

13.7 Common Trouble Cases

Table 30 - Trouble Cases

Trouble Case Solution

1. The device is powered by external power supply via power adapter or
PoE switch. Please use standard power adapter provided
by manufacturer or PoE switch met with the specification requirements
Device could not boot up and check if device is well connected to power source.
2. If you saw “POST MODE” on the device screen, the device system

image has been damaged. Please contact location technical support to

help you restore the phone system.
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Device could not register to a

service provider

Please check if device is well connected to the network. The network

Ethernet cable should be connected to the El [Network] port NOT
the [PC] port. If the cable is not well connected to the network

icon D [WAN disconnected] will be flashing in the middle of the

screen.
Please check if the device has an IP address. Check the system
information, if the IP displays “Negotiating...”, the device does not have
an |IP address. Please check if the network configurations is correct.

If network connection is fine, please check again your line
configurations. If all configurations are correct, please kindly contact
your service provider to get support, or follow the instructions in “13.5

Network Packet Capture” to get the network packet capture of

registration process and send it to manufacturer support to

analy manufacturer ze the issue.

No Audio or Poor Audio in

Handset

Please check if Handset is connected to the correct Handset ("') port
NOT Headphone (n) port.
The network bandwidth and delay may be not suitable for audio call at

the moment.

Poor Audio or Low Volume in

Headphone

There are two Headphone wire sequence in the market. Please use the
Headphone provided by manufacturer, or consult manufacturer the wire
sequence if you wish to use a third-party headphone.

The network bandwidth and delay may be not suitable for audio call at

the moment.

Audio is chopping at far-end

in Hands-free speaker mode

This is usually due to loud volume feedback from speaker to microphone.
Please lower down the speaker volume a little bit, the chopping will be

gone.
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